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AHHOTAUUA

HacToawmin [OKYMEHT onucbiBaeT coctaB pyHKUMN n TectoBoe MO CK3U
XKTAN.00083-01 n npeaHa3sHayeH ans paspaboTku npuknagHoro MO ¢ HenocpeaCTBEHHbBIM
BbI30BOM (yHKUMIN CK3U, a Takxe onpeaensieT TpeboBaHMs K ONepauuMoHHbIM CUCTEMAM
npu sBcTpanBaHum CK3N.

1. 0OnucaHmne nporpaMMHbIX UHTEpPdENCOoB

Mcnonb3oBaHMe HU3KOYPOBHEBOIO MHTepdENnca KpMnTonpoBanaepa, No3BosSOWEro
BbINOSIHATb Takue dyHKUMM Kak reHepaums n paboTa C KJIl04YaMM,
wundpoBaHme/pacwumdpoBaHne  AaHHbIX, XeWwuMpoBaHME W  3NEKTPOHHAs  MNOANMUChb,
onuceiBaeTcs B danne

CSP_3_9.chm - System Program Interface (CryptoAPI).

OncTtpnbyTmnebl C NpucTtaBkon mini npeacrtasnaT cobort dopMy mcnonHeHmna KC1,
peanum3yowyto dyHkumn CK3U, Takyl, 4TO perucrpauvs B OMepauMoHHON CUCTEME He
npeaycMaTpusaeTcs. Bonpoc LenoCTHOCTM AAaHHOrO MCMONIHEHUSA AOMKEH obecneynBaThbCs
pa3paboTUMKOM MPUNOXKEHUNN.

Onctpnbytmnebl ¢ npuctaskon web npeacrasnaT cobon dopmy mcnonHeHuns KC1,
peanum3ytowyto ¢yHkunmm CK3W, Takylo, 4TO B HEWN OTCYTCTBYHT MOAYIN TMOAAEPXKKMK
K/l0YEBbIX HOCUTENEN.

Mpn NCNONb30BaHUM AAHHOIO TUNAa AUCTPUBYTMBOB ANA ayTeHTUdukaunm Tpebyertcs
NCMoJb30BaThb AOMNONHUTESIbHbIE MEXAHU3MBbI.

®ann CSP_3_9.chm B nonHOM o6beMe OTHOCATCA K ANCTpMbyTMBaM mini.

®ann CSP_3_9.chm oTHocuTCA K auctpmbytmBam web B 4acTu AOKyMeHTauumu,
KoTopas onpeaenseT GyHKUMOHaNbHOCTb C MPU3HAKOM verify context.

Ncnonb3oBaHue nHTepdenca SSPI, obecneumsatowero peannsauyumio npotokona TLS,
obecneumBawulero paboty c naketamm 6e3omacHOCTM nNpu BblbOpe U MHUUMaNU3aUnn
naketra, C YyaocTtoBepeHuMsMM CcybbekToB 6€30MacHOCTU, YCTAHOBJ/IEHME COeAMHEHUN,
nepefavy AaHHbIX, pacnpeaeneHne namsaTn, onucbisaeTcs B dainie

SSPI_3_9.chm - Security Support Provider Interface (SSPI).

Mcnonb3oBaHMe BbICOKOYpPOBHEBOro UWHTepdeinca CryptoAPI, obecneumBatowero
Habop dyHkumMn ansa obpaboTkm cepTUdUKaATOB, CAUCKOB OTO3BaHHbIX CcepTUdUKaTOB,
pacCWMpPEHHOro MCNosb30BaHMSA K4ya, paboTbl C npoBanaepoM, BbipaboTKM 3HauveHus
PYHKUMM X3WKMPOBAHUA W 3MIEKTPOHHOW noanucu, 3awundpoBaHuMa M pacwmdpoBaHus
AAHHbIX, paboTbl C XpaHunuweM cepTUdUKaTtoB U NOAAEPXKKU MAeHTUdUKaTopa obbekTa,
onucaHo B anne

CAPILite_3_9.chm - CryptoAPI Lite (CAPILite).

Obwas wuHdopMauusa, ucnonblyemMas Ans8  Co34aHusa  MoAyns  MNOAAEPXKKMU
cunTbiBaTenen, HocuTenem WM [aTUMKOB CrydalHbIX 4ucen, coaepxalwias Heobxoanmblie
OMUCaHnA N onpeaeneHns, CoAepXnNTca B danne

reader_3_9.chm

JoKkyMeHTaunma no WCNoNb30BaHUIO MOAYNEN KpunTorpauyeckor noaaepxX Ku
npotokonos IKEvl, AH n ESP cogepxutcsa B danne.

ikespah.chm

NHTepdelic PKCS#11, peanusywowmin 6azosoe onucaHme RSA Labs v2.30, ¢

AopaboTkaMn B COOTBETCTBMM C TpeboBaHUSAMM NOAAEPXKKM POCCUIMCKMX CTaHAAPTOB Ha
peanusaumio Kpuntorpapuyecknx yHKUNN.

PKCS11_3 9.chm

CoBMeCTHO C guUCTpMByTUMBOM MNOCTaBAAKTCA cleaylowne nakeTbl, MNo3Bonsowme
uHTerpupoBatb «Kpuntollpo CSP» Bepcunm 3.9 B nNpunoxXeHus, mcnonb3yowme OpenSSL
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API (takme kak Web-cepBep ngnix): cprocsp-cpopenssl, cprocsp-cpopenssl-base, cprocsp-
cpopenssl-devel, cprocsp-cpopenssl-gost.

MoapobHee 06 MX yCTaHOBKE M HAaCTPOMKE MOXHO y3HaTb Ha NopTane TexnoaaepXKu
n dopyme Kpuntollpo.

2.TpeboBaHus K ornepaunoHHON cucteme Ans
BCTPOEHHOro NpuMeHeHunsd. Linux.

Ons BCTPOEHHbIX NPUMEHEHUN AO0/KHbI 6bITb BKOUYEHbI KOMMOHEHTbI U MOACUCTEMbI
6azoBoit OC:

LSB 4.0, pasgen III. Base Libraries

Cnucok HeobxoauMbIX BUBNMOTEK MO NakeTaMm:

cprocsp-curl
libc.so.6
libdl.so.2
libgcc_s.so.1
libidn.so.11
/lib/Id-linux.s0.2
libm.so.6
libpthread.so.0
librt.so.1
libstdc++.50.6
libz.so.1
linux-gate.so.1

cprocsp-ipsec-ike
libc.so0.6
libgcc_s.so.1
/lib/ld-linux.so.2
libm.so.6
libstdc++.50.6
linux-gate.so.1

cprocsp-npcades
libc.so.6
libdl.so.2
libgcc_s.so.1
/lib/ld-linux.so0.2
libm.so.6
libpthread.so.0
libstdc++.50.6
linux-gate.so.1
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cprocsp-rdr-gui
libc.so.6
libdl.so.2
libgcc_s.so.1
libICE.s0.6
/lib/ld-linux.so0.2
libm.so.6
libpthread.so.0
libSM.s0.6
libstdc++.50.6
libuuid.so.1
libX11.s0.6
libXau.s0.6
libxcb.so.1
libXdmcp.so.6
libXext.so0.6
libXm.so.3
libXmu.so0.6
libXp.so0.6
libXt.s0.6
linux-gate.so.1

cprocsp-rdr-pcsc
libc.so.6
libdl.so.2
libgcc_s.so.1
/lib/Id-linux.s0.2
libm.so.6
libpthread.so.0
libstdc++.50.6
linux-gate.so.1

cprocsp-rsa
libc.so.6
libdl.so.2
libgcc_s.so.1
/lib/ld-linux.so0.2
libm.so.6
libpthread.so.0
libstdc++.50.6
linux-gate.so.1

Isb-cprocsp-cades
libc.so.6
libdl.so.2
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libgcc_s.so.1
/lib/ld-linux.so.2
libm.so.6
libpthread.so.0
libstdc++.50.6
linux-gate.so.1

Isb-cprocsp-capilite
libc.so.6
libdl.so0.2
libgcc_s.so.1
/lib/ld-linux.so0.2
libm.so.6
libpthread.so.0
libstdc++.50.6
linux-gate.so.1

Isb-cprocsp-kcl
libc.so0.6
libdl.so.2
libgcc_s.so.1
/lib/ld-linux.so.2
libm.so.6
libncurses.so.5
libpthread.so.0
libstdc++.50.6
linux-gate.so.1

Isb-cprocsp-kc2
libc.so.6
libdl.so.2
libgcc_s.so.1
/lib/Id-linux.s0.2
libm.so.6
libpthread.so.0
libstdc++.50.6
linux-gate.so.1

Isb-cprocsp-ocsp-util
libc.so.6
libgcc_s.so.1
/lib/ld-linux.so0.2
libm.so.6
libstdc++.50.6
linux-gate.so.1
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Isb-cprocsp-pkcsl1
libc.so.6
libdl.so.2
libgcc_s.so.1
/lib/ld-linux.so0.2
libm.so.6
libpthread.so.0
libstdc++.50.6
linux-gate.so.1

Isb-cprocsp-rdr
libc.so.6
libdl.so.2
libgcc_s.so.1
/lib/ld-linux.so.2
libm.so.6
libpthread.so.0
libstdc++.50.6
linux-gate.so.1

Isb-cprocsp-rdr-fkc
libc.so.6
libdl.so.2
libgcc_s.so.1
/lib/ld-linux.so.2
libm.so.6
libpthread.so.0
libstdc++.50.6
linux-gate.so.1

Isb-cprocsp-rdr-sobol
libc.so.6
libdl.so.2
libgcc_s.so.1
/lib/Id-linux.s0.2
libm.so.6
libpthread.so.0
libstdc++.50.6
linux-gate.so.1

rtsupcp
libc.so.6
libgcc_s.so.1
/lib/ld-linux.so0.2
libm.so.6
libpthread.so.0
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libstdc++.50.6
linux-gate.so.1

Kpome Toro, nakety Isb-cprocsp-capilite ana pabotbl c ceTbto Heobxoanmm nnbo
naket cprocsp-curl nmbo nakert curl (mocnegHuit MOXHO B3ATb M3 auctpubytmea OC, u3
noctaBkn CSP unu c canta paspabotumka: http://curl.haxx.se/). Mpu oTCyTCTBMK 3TOroO
nakeTta 6asoBas PyHKLMOHANbHOCTb COXPAaHUTCS, HO Takne PyHKUMM paboTbl C CETbIO Kak
aBToOMaTuyeckoe BblkadmBaHue CRL mnn 3anpoc ceptndukaTa Ha YL yepe3 ytunuty cryptcp
6yAyT He AOCTYMHbI.

Makety Isb-cprocsp-rdr-pcsc ans paboTbl CO cMapT-KapTamMm HeobxoaAuM nakeT
libpcsclite s ancrpubytmnea OC. B 3aBUCMMOCTK OT TOro, Kakol MCNoJsib3yeTcs ANCTpmbyTne
Linux Ha3BaHue nakeTa MoxeT BapbupoBaTbcs (libpcsclite, libpcsclitel ).

LSB 4.0, pasgen VI. Commands and Utilities

Onsa yctaHoBkn Heobxoammoro naketa Isb-cprocsp-base TpebytoTca yTuanThbl:
'cat’
'chmod'
'ep
'crontab’
'echo’
'fgrep'
'grep’
"n'
'mkdir'
'rm
'sed’
'sysctl'
'test’
'true'
'dpkg' * Tonbko gna Debian n Ubuntu

[na ycTaHOBKKM BCeX OCTajibHbIX MaKeTOB 3a MWCKAK4YeHneM cprocsp-drv-devel
AOCTAaTOYHO MOAMHOXeCTBa 3TUX YyTuauT. [Ona ycTaHoBKWM cprocsp-drv-devel Takxke
Heobxoamma yTunmTa

'uname'

LSB 3.1, pasgen VI. Execution Environment 16. File System Hierarchy
HeobxoanMmbl cneaytowme pasgesnbl CO CrieayowmMm BO3MOXKHOCTSIMN:

/opt/cprocsp Mocne ycrtaHoBku auctpubyTtmea ans
(YHKUMOHMPOBAHMA NpoAYyKTa AOCTaTOYHO
npaB TOJIbKO Ha 4YTEHUE.

/etc/opt/cprocsp Mocne ycrtaHoBkM AuctpubyTtmBa Ans
(YHKUMOHMPOBAHMA NpoAyKTa AOCTaTO4YHO
npaB TOJIbKO Ha 4YTEHUE.

MpyU M3MEeHEeHMM HaCTpoeKk, a TakKxXe
npu onepauusax C  JUUEH3WEeNn  Takxe
Heo6xoAMMbI NMpaBa Ha 3anuchb.

/var/opt/cprocsp Bo Bpems paboTbl ¢ CSP HeobxoaMMbl
npaBa Ha YTeHMe n Ha 3anucb. Cogepxunmoe
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AVNPEKTOPUN  AOJ/KHO COXPaHATbCA Mexay
nepesarpy3kamu.

MpM MCNONb30BaHWUM B KA4YeCTBE OTUYYXAAEMOro KJ/IIOYEBOr0 HOCUTENA [AUCKET
OXWIaeTcsl, YTO AMCKEeTaM COOTBETCTBYIOT YCTPOWCTBA

/dev/fd0, /dev/fd1l v Tak nanee.

LSB 4.0, pa3saen VIII. System Initialization 20. System Initialization 20.1. Cron
Jobs

Heobxoammo 6a3oBoe pyHKLMOHMPOBaAHME cron .

Ons ncnonb3oBaHWs B KadecTBe OT4dyXaaemoro kntouyesoro Hocutensa USB flash
drive HeobxoanmMo GyHKUMOHMPOBaHUE Cnyxbbl udev.

LSB 4.0, pasgen X. Package Format and Installation

Heobxoanma noaaep)xka MEXaHM3Ma YCTaHOBKM rpm.

3.TpeboBaHuna K onepaunoHHON cucTteme Ans
BCTPOEHHOro NnpuMeHeHus. Solaris.

Ons BCTPOEHHbIX MPUMEHEHUI AO0MXHbI BbITb BK/HOUEHbI KOMMOHEHTbI U MOACUCTEMbI
6a3oBon OC:

1. TpeboBaHusa K Hanuuuw 6M6NMOTEK N NAKETOB.
Cnncok HeobxoanMmbix 6MBAMOTEK MO NMakeTaMm:
CPROCades
libaio.so.1
libc.so.1
libCrun.so.1
libCstd.so.1
libdl.so.1
libm.so.2
libmd.so.1
libpthread.so.1
librt.so.1
libthread.so.1
libaio.so.1
libc.so.1
libCrun.so.1
libCstd.so.1
libdl.so.1
libm.so.2
libmd.so.1
libpthread.so.1
librt.so.1
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libthread.so.1

CPROcpl
libaio.so.1
libc.so.1
libCrun.so.1
libCstd.so.1
libdl.so.1
libm.so.2
libmd.so.1
libpthread.so.1
librt.so.1
libthread.so.1
libaio.so.1
libc.so.1
libCrun.so.1
libCstd.so.1
libdl.so.1
libm.so.2
libmd.so.1
libpthread.so.1
librt.so.1
libthread.so.1

CPROcurl
libaio.so.1
libc.so.1
libCrun.so.1
libCstd.so.1
libdl.so.1
libdoor.so.1
libgen.so.1
libldap.so.5
libm.so.2
libmd.so.1
libmp.so.2
libnsl.so.1
libnspr4.so
libnss3.s0
libnssutil3.so
libplc4.so
libplds4.so
libpthread.so.1
librt.so.1
libsasl.so.1
libscf.so.1
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libsocket.so.1
libssl3.so
libthread.so.1
libuutil.so.1
libz.so.1
libaio.so.1
libc.so.1
libCrun.so.1
libCstd.so.1
libdl.so.1
libdoor.so.1
libgen.so.1
libldap.so.5
libm.so.2
libmd.so.1
libmp.so.2
libnsl.so.1
libnspr4.so
libnss3.s0
libnssutil3.so
libplc4.so
libplds4.so
libpthread.so.1
librt.so.1
libsasl.so.1
libscf.so.1
libsocket.so.1
libssl3.so0
libthread.so.1
libuutil.so.1
libz.so.1

CPROkc1
libaio.so.1
libc.so.1
libCrun.so.1
libCstd.so.1
libcurses.so.1
libdl.so.1
libm.so.2
libmd.so.1
libpthread.so.1
librt.so.1
libthread.so.1
libaio.so.1
libc.so.1

10
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libCrun.so.1
libCstd.so.1
libcurses.so.1
libdl.so.1
libm.so.2
libmd.so.1
libpthread.so.1
librt.so.1
libthread.so.1

CPROkc2
libaio.so.1
libc.so.1
libCrun.so.1
libCstd.so.1
libdl.so.1
libdoor.so.1
libgen.so.1
libm.so.2
libmd.so.1
libmp.so.2
libnsl.so.1
libpthread.so.1
librt.so.1
libscf.so.1
libsocket.so.1
libthread.so.1
libuutil.so.1
libaio.so.1
libc.so.1
libCrun.so.1
libCstd.so.1
libdl.so.1
libdoor.so.1
libgen.so.1
libm.so.2
libmd.so.1
libmp.so.2
libnsl.so.1
libpthread.so.1
librt.so.1
libscf.so.1
libsocket.so.1
libthread.so.1
libuutil.so.1

11
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CPROOCSPut
libc.so.1
libCrun.so.1
libCstd.so.1
libm.so.2
libc.so.1
libCrun.so.1
libCstd.so.1
libm.so.2

CPROrdfk
libadm.so.1
libaio.so.1
libc.so.1
libCrun.so.1
libCstd.so.1
libdl.so.1
libgen.so.1
libm.so.2
libmd.so.1
libpthread.so.1
librt.so.1
libthread.so.1
libvolmgt.so.1
libadm.so.1
libaio.so.1
libc.so.1
libCrun.so.1
libCstd.so.1
libdl.so.1
libgen.so.1
libm.so.2
libmd.so.1
libpthread.so.1
librt.so.1
libthread.so.1
libvolmgt.so.1

CPROrdg
libaio.so.1
libbsm.so.1
libc.so.1
libcmd.so.1
libdl.so.1
libdoor.so.1
libgen.so.1

12
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libICE.s0.6
libm.so.2
libmd.so.1
libmp.so.2
libnsl.so.1
libpthread.so.1
librt.so.1
libscf.so.1
libsecdb.so.1
libSM.s0.6
libsocket.so.1
libthread.so.1
libtsol.so0.2
libuutil.so.1
libX11.s0.4
libXext.so0.0
libXm.so.4
libXt.so0.4
libXtsol.so.1
libaio.so.1
libbsm.so.1
libc.so.1
libcmd.so.1
libdl.so.1
libdoor.so.1
libgen.so.1
libICE.s0.6
libm.so.2
libmd.so.1
libmp.so.2
libnsl.so.1
libpthread.so.1
librt.so.1
libscf.so.1
libsecdb.so.1
libSM.s0.6
libsocket.so.1
libthread.so.1
libtsol.so0.2
libuutil.so.1
libX11.s0.4
libXext.so0.0
libXm.so.4
libXt.so0.4
libXtsol.so.1

13
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CPROrdp
libaio.so.1
libc.so.1
libdl.so.1
libdoor.so.1
libgen.so.1
libm.so.2
libmd.so.1
libmp.so.2
libnsl.so.1
libpthread.so.1
librt.so.1
libscf.so.1
libsocket.so.1
libthread.so.1
libuutil.so.1
libaio.so.1
libc.so.1
libdl.so.1
libdoor.so.1
libgen.so.1
libm.so.2
libmd.so.1
libmp.so.2
libnsl.so.1
libpthread.so.1
librt.so.1
libscf.so.1
libsocket.so.1
libthread.so.1
libuutil.so.1

CPROrdr
libadm.so.1
libaio.so.1
libc.so.1
libCrun.so.1
libCstd.so.1
libdl.so.1
libgen.so.1
libm.so.2
libmd.so.1
libpthread.so.1
librt.so.1
libthread.so.1
libvolmgt.so.1

14
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libadm.so.1
libaio.so.1
libc.so.1
libCrun.so.1
libCstd.so.1
libdl.so.1
libgen.so.1
libm.so.2
libmd.so.1
libpthread.so.1
librt.so.1
libthread.so.1
libvolmgt.so.1

Kpome Toro, nakety CPROcpl ana pabotbl ¢ ceTbto Heobxoanm nnbo naketr CPROcurl
n3 noctasmkn CSP nubo naket curl (nocnegHuUin MOXHO B3ATb M3 auctpubytusa OC, wm3
noctaBkn CSP wnun c canTta paspabotumka: http://curl.haxx.se/ ). MNMpun oTCyTCTBUM 3TOrO
nakeTta 6a3oBas PyHKLMOHANbHOCTb COXPaHUTCS, HO Takne yHKUMKM paboTbl C CETbIO Kak
aBTOMaTnyeckoe BbikaumsaHme CRL nnu 3anpoc ceptudukaTta Ha YL, yepes ytunuty cryptcp
6yayT He AOCTYMHbI.

Makety CPROrdp ana paboTbl co cMapT-kKapTamMum Heobxoamm naket pcsclite
(Hanpumep, nakeT SUNWpcsclite ns guctpmbytusa OC).

2. TpeboBaHUS K CUCTEMHbLIM YTUINUTAM.

Ona  yctaHoBknm Heobxoammbix naketoB CPRObase CPROrdr Heobxoaumo
(PYHKUMOHNPOBAHNE YTUNUT:

'cat’
'chmod'
'cp
'crontab’
'echo’
'fgrep’
'grep’
"n'

'mv

rm
'sed’
'sysctl'
'test’
'true’

NS ycTaHOBKKM BCeX OCTaNbHbIX NakeToB 3a uckntodeHnem CPROdrv n CPROdrvd

[OCTATOYHO MOAMHOXECTBa 3TUX yTunut. [Ona ycrtaHoBkum CPROdrv Takxe
HEeo6X0AUMbIl YTUNT:

'‘add_drv'
'isainfo’
'rem_drv'
'sync'

15
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Onsa ycraHoskn CPROdrvd:

'add_drVv'
'isainfo’
'rem_drv'
'sync'
'uname’

3. TpeboBaHus Kk darinoBoi cucTeme.
Heobxoammbl cneayowme pasaenbl CO CeayowmMMmn BO3MOXHOCTSAMU:

/opt/cprocsp

MNMocne ycTaHOBKM AUCTpuEyTMBa ANs
(PYHKUMOHNPOBAHUA MpoAyKTa [A0CTaTO4YHO
npaB TO/IbKO Ha YTeHMe.

/etc/opt/cprocsp

MNocne ycTaHOBKM AUCTpUEYTMBaA ANS
(bYHKUMOHNPOBAHUA MpOAyKTa [A0CTaTO4YHO
npaB TOJIbKO Ha UTeHue,

Mpn W3MEeHeHUWM HaCTpPOeK, a TakKxe
npu onepauusax C JUUEH3NEeNn  Takxe
HeobxoaMMbI NpaBa Ha 3anuce.

/var/opt/cprocsp

Bo Bpems paboTbl ¢ CSP HeobxoaMMbl
npaBa Ha 4YTeHMe M Ha 3anucb. Coaepxxmnmoe
ONPEKTOPUN AOJIKHO COXPAaHATLCA MexAay
nepesarpyskamu.

4. TpeboBaHusa K cnyxbam.

Heobxoammo 6azoBoe pyHKLMOHMPOBaAHME Cron .

Ona paboTbl C OTYyXAAaeMbIMWU HOCUTENsMM Tuna «amcketa» m «USB flash drive»
HeobxoanMo dyHKUMOHMpPOBaHUe cnyxbbl Volume Management .

5. Tpe6oBaHUA K CUCTEME YNpPaB/EHUS NaKeTaMu.

Heobxoanmo wraTHoe YHKLUMOHMPOBaHUE CUCTEMbI YNpaBAeHNs NakeTamMu.
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4. \cnonb30BaHMe NpOrpaMMHbIX UHTEPENCoB

Pa3paboTka nporpaMMHoro obecneyenms Ha ocHoBe CK3U «Kpuntollpo CSP» v. 3.9
c yyetoMm n.1.5. dopmynapa XTAN.00083-01 30 01 moxeT npomsBoanTbcsa 6e3 co3zgaHus
HoBbiXx CK3W B cny4yae uMCnonb30BaHWSA BbI3OBOB W3 MPUBELEHHOr0 HUXE MnepedyHs B
COOTBETCTBUM C AOKYMEHTaUNEN.

B cnyyae ucnonb3oBaHMS MPoOYMX BbI3OBOB HEOHXOAMMO MPOM3BOAUTL pa3paboTky
otaenbHoro CK3M B COOTBETCTBMM C AENCTBYHOLWEN HOpMaTUBHOM 6a3oiM (B 4acTHOCTU, C
MoctaHoBneHnnem lMpaButenbcrBa Poccuiickon ®epepaumm ot 16 anpensa 2012 r. N9313 wu
MonoxeHnem o paspaboTke, NPOU3BOACTBE, peanm3aumm u 3KCrayaTauMm wundpoBabHbIX
(kpunTorpadunyeckmx) cpeacts 3awnTtbl nHpopmauum (Monoxxenne MNMK3-2005)).

MNepeyeHb BbI3OBOB, MCMO/Ib30BaHME KOTOPbIX MNpu pa3paboTke cucteM Ha ocHoBe CK3U
«Kpuntollpo CSP» v. 3.9 c yuetoMm n.1.5. ®opmynsapa XKXTHAN.00083-01 30 01 BO3MOXHO
6e3 AOMNONHUNTENIbHbBIX TEMATUYECKUX VICCﬂe,CLOBaHVIVI

Orpannyenusi Ha
DyHKuus Onucanue P
HCIO0Jb30BaHue (PYHKIUHN

DOYHKIUY MTHUIUATU3AIUM U HACTPOIiKM NpoBaiiiepa

dyHKumMA CryptAcquireContext()
ncnosb3yeTca Aa co3aaHuA
. JecKkpunTopa Kpuntonposangepa c
CryptAcquireContext P Pa kP P . P
MMEHEM K/IIOYEBOTO KOHTEMHEPA,
onpeaenéHHbIM NapameTpom

pszContainer

dyHKumMA CryptReleaseContext()
MCNo/b3yeTca ANA yaaneHus

CryptReleaseContext Y AR YA .

AecKpunTopa Kpuntonposaliaepa,

cospaHHoro CryptAcquireContext().

YnpaBaseT cYeTYNKOM AeCKPUNTOPOB
CryptContextAddRef )
co3pgaHHoro CryptAcquireContext().

. MepeuncneHme ycTaHOBAEHHbIX
CryptEnumProviders .
KpunTonposanaepos

. MepeuncneHune yCTaHOBAEHHbIX TUMOB
CryptEnumProviderTypes .
Kpuntonposanaepos

MonyyeHVe KOHTEKCTa NpoBanaepa,
CryptGetDefaultProvider YCTaHOBNEHHOIO B CUCTEME MO
YMONYaHUIO

CryptGetProvParam ®yHKuma CryptGetProvParam() nonydaet
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napameTpbl KpUNTONpoBaiaepa.

CryptSetProvParam

®yHKumaA CryptSetProvParam()
yCTaHaB/MBAET NapameTpbl
KpunTonposangepa.

FreeCryptProvFromCertEx

®PyHKUMA ncnonb3yeTca ANA yaaneHums
AEeCKpMNTOpa KpMnTonpoBanaepa,
cosgaHHoro CryptAcquireContext() nau
yepes CNG.

CryptinstallDefaultContext,
CryptSetProvider,
CryptSetProviderEx,
CryptUninstallDefaultContext

®DYHKLMM yNpaBieHNss KOHTEKCTOM
npoBanaepa No yMmoa4aHUto

(I)yHKIII/II/I resepanum 1 o

OMeHa KJII04aMH, CO3JaHNe KOH(PUTIYpUPOBaHHe U yaaleHHe KIoYeil

CryptGenKey

dyHKuma CryptGenKey() reHepupyet
CNyYaiHble Kpuntorpaduyeckmne Kaoum
WM KAOYEBYIO Napy
(3aKpbITbIN/OTKPBITBIN KAOUK).

CryptDestroyKey

®dyHKuua CryptDestroyKey() yaanser
KoY, NepesaBaemblii Yepes napamerp
hKey. Nocne yaaneHua knwoy
(meckpunTop KNtOYA) HE MOXKET
MCMNO/Ib30BaATLCA.

CryptExportKey

®yHKuma CryptExportKey() ucnonbsyetcs
ON1A SKCnopTa KpunTorpadpuyeckmx
KNHOYEl M3 KNHOYEBOrO KOHTeMHepa
KpunTonpoBalhaepa, COXpaHAA X B
3alLMLLEHHOM BUAE.

PaspelueHo skcnopTMpoBaTh
TOJIbKO OTKPbITbl€ K/1H04YMn
(PUBLICKEYBLOB).

CryptGenRandom

®yHKuma CryptGenRandom() 3anonHseT
6ydep cnyvyanHbiMm 6anTamm.

CryptGetKeyParam

dyHKuua CryptGetKeyParam()
BO3BpalLaeT NapameTpbl Katoya.

CryptGetUserKey

dyHKuma CryptGetUserKey() Bo3spaluaeT
AEeCKPMNTOp O4HOM U3 AONTOBPEMEHHbIX
KNHOYEBbIX Nap B KJAOYEBOM KOHTEHepe.

CryptimportKey

dyHKuma CryptimportKey() ncnonbsyerca
ANA MMNopTa Kpuntorpaduyeckoro
KNtoYa U3 KatoueBoro 6106a B KOHTelHep

PaspelleHo MMnopTMpoBaTb
TOJIbKO OTKPbITbIE K/THOUM
(PUBLICKEYBLOB).
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Kpuntonposaiaepa.

®yHKuMA CryptSetKeyParam()

PaspelueHo ncnonb3oBaHue
TO/IbKO CO CeAyoWmMMm

CryptSetKeyParam CMMBOJIbHbIMW aprymeHTamu:
yCTaHaB/AMBAET NapameTpbl Kato4a.
KP_CERTIFICATE, KP_CIPHEROID,
KP_DHOID, KP_HASHOID.
DOyHKIUHA 00padOTKH KPUOTOrpapuuecKux coooeHmii
®dyHKumA CryptSignMessage co3aaeT xaw
onpegeneHHoro coaepaHus,

CryptSignMessage NnoAnNuCbIBaEeT X3 1 3aTeM NPOn3BOANT

3aKoaAnMpoBaHUeE U TEKCTa NCXO4HOro
COO6LLI,EHMF|, M NnognncaHHOro XalWa

CryptVerifyMessage-Signature

®dyHKumA CryptVerifyMessage-Signature
npoBepsAeT 3N1eKTPOHHO-LMbPOBYIO
noAnucb NOANMUCaAHHOIO COOBLLEHUA.

CryptVerifyDetached-
MessageSignature

®yHKuua CryptVerifyDetached-
MessageSignature nposepseT
noanucaHHoe coobleHne, cogepallee

noanuncun

oTcoeanHeHHyto (detached) noanuck nnm

CryptDecodeMessage

dPyHKUMA AeKoanpyeT, paclindpoBbiBaeT
W nposepseT cooblieHne

CryptDecryptAndVerifyMessage
Signature

dyHKUMA aeKkoanpyeT 1 nposepseT
coobuleHne

CryptEncryptMessage

®dyHKuma CryptEncryptMessage
3aWndpoBbLIBAET U NPON3BOAMUT
3aKogmpoBaHMe coobLLeHus.
AyTEHTUYHOCTb COOBLLEHUA He
obecneumBaeTca.

CryptDecryptMessage

®dyHKuma CryptDecryptMessage

Npou3BOAMUT PackoAMpOBaHME U
pacwmnopoBaHune coobuieHusa. NMposepka

ayTEHTUYHOCTM cOObLLLEHMA He

npon3soauTca.

lpumeyarue: He ponyckaetca
aBTOMaTUYeCKUI aHaNn3 pe3yabTaTta
paboTbl GYHKLMU, HaNpPaB/EHHbIN Ha
NPOBEPKY KOPPEKTHOCTM COOBLLLEHMA.
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CryptGetMessageCertificates

PyHKUMA BO3BpALLAET XpaHUAMLE
cepTUdUKATOB N CMUCKMK
aHHY/INPOBaHHbIX CEPTUDUKATOB U3
coobueHun

CryptGetMessageSignerCount

chHKLI,Mﬂ BO3BpaWlaeT KO/IN4YECTBO
nognucaswnx COO6LI.I,€HME

CryptHashMessage

DYHKLMA CO34aET X3WNPOBAHHOE
coobuieHne

CryptSignAndEncryptMessage

dyHKUMA co3gaeT nognuncaHHoe u
3awmndposaHHoe cooblieHne

CryptSignMessageWithKey

®OyHKUNA co3/aeT NognmMcaHHoe
coobuieHne

CryptVerifyDetachedMessageHa
sh

PyHKLUMA NpoBEPAET OTKPENAEHHbIN X3LW

CryptVerifyMessageHash

DyHKUMA NpoBepAeT X3LWNPOBAHHOE
coobuieHne

CryptVerifyMessageSignatureWi
thKey

®DyHKUMA nposepAeT NoANMCcaHHoe
coobuieHne

CryptMsgCalculate-
EncodedLength

dyHKumMA CryptMsgCalculate-
EncodedlLength Bbluncnser
MaKCMManbHOE KOMYecTBo 6aliTos,
HeobxoaMmoe ANs 3aKOAMPOBAHHOTO
KpunTorpadumyeckoro coobeHus,
3a[1aHHOTO TMMOM COOBLLEHUS,
napameTpamu KoanpoBaHUA 1 obei
ANNHOM MHPOopMaL MK, KOTopasa A01KHa
6bITb 3aKOAMPOBAHa.

CryptMsgOpenToEncode

dyHKuma CryptMsgOpenToEncode
OTKPbIBAET KpUnTorpadpuyeckoe
coobuieHne ansa 3aKOAMPOBAHUA U
BO3BPALLAET AECKPUNTOP OTKPbITOTO
coobuieHus.

CryptMsgOpenTo-Decode

®dyHKuma CryptMsgOpenTo-Decode
OTKPbIBAET KpMUnNTorpadpuyeckoe
coobLeHNe aNsA PacCKOAMPOBAHUSA U
BO3BpaLlaeT 4eCKPUMTOP OTKPbLITOro
coobLeHus.
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CryptMsgUpdate

®dyHKuma CryptMsgUpdate nononnser

TEKCT KpUnTorpadpuyeckoro coobLieHus.

CryptMsgGetParam

®dyHKuna CryptMsgGetParam nonyyaer
napameTp CoobLeHUn nocae Toro, Kak
Kpuntorpapuyeckoe coobuieHne 66110

packoAMpPOBaHO NN 3aKOAMPOBAHO.

CryptMsgControl

®dyHKumA CryptMsgControl BbinonHAeT
KOHTPO/IbHOE AeNCTBUE.

CryptMsgClose

®dyHKuma CryptMsgClose 3akpbiBaeT
OECKpUNTOp Kpuntorpapuyekoro
coobueHuns.

CryptMsgDuplicate

dyHKumA CryptMsgDuplicate aybanpyet
AEeCKpUNTOp KpunTorpaduyeckoro
COObLEeHNn NyTemM yBEIMYEHUA CYETYMKA
CCbI/IOK

@DyHKIUHA padoThI ¢ AJITOPUTMAMHU X3IIHPOBAHUA

CryptCreateHash

®yHKuma CryptCreateHash()
MHULMANM3UPYET AECKPUNTOP HOBOrO
06bekTa QYHKLUMU X3LWNPOBAHNA NOTOKA
OaHHbIX.

Pa3p9LLIEHO Mcnonb3oBaHue
TO/IbKO CO C/ieAyoWMMM
CUMBOJIbHbIMU aprymeHTamm:
CALG_GR3411,
CALG_GR3411_HMAC,
CALG_SHAREDKEY_HASH.

CryptDestroyHash

®yHKumA CryptDestroyHash() yaanaer
06BEKT GYHKLMM X3LWMPOBAHMA.

CryptDuplicateHash

®yHKuma CryptDuplicateHash() co3paér
TOYHYIO KONUI0 06beKTa GYHKLMK
X3LWMPOBaAHUA, BK/IKOYAA BCE ero
nepemeHHble, onpegenstowme
BHYTpPEHHEee COCTOoAHNE 0bBbeKTa
bYHKUMM X3LWIMPOBaHUSA.

CryptGetHashParam

®yHKuma CryptGetHashParam()
BO3BpaLLaeT napameTpbl 06beKTa
bYHKLMU X3LWMPOBAHUA U 3HaYeHUe

bYHKLMKN X3LUMPOBaAHMSA.

CryptHashData

®yHKuma CryptHashData() nepenaér
[aHHble yKazaHHOMY 06beKTy GyHKLMM
X3LWMPOBaHUS.
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®yHKumA CryptSetHashParam()

Pa3peLueHo ncnosab3oBaHne
TOJZIbKO C CUMBOJ/IbHbIMU

CryptSetHashParam yCTaHaB/MBaeT napameTpbl 06bekTa
aprymeHTamum HP_HASHSIZE,
X3WMpOoBaHuA.
HP_OID/KP_HASHOID, HP_OPEN.
PaspeleHo ncrnosib3oBaHue
TONbKO C KAHOYEBLIMMU
®yHKuma CryptSignHash() BosBpaltaet KOHTEMHepamMu, NoyYEeHHbIMU
. 3Ha4YeHMe 3NeKTPOHHON undposoi paHee C NOMOLLbIO BbI30Ba
CryptSignHash o
NoAnncK oT 3HadeHns GyHKUUK CertGetCertificateContextPropert
X3WMpOoBaHuA. y U3 cepTudmrKaTa, MpOBEPEHHOrO
C nomoubio GYHKLMMU
CertVerifyCertificateChainPolicy
Pa3spelleHo ncnonb3osaHue
TO/IbKO C AEeCKpUMNTOpamu
K/1t0YEel, NONIYYEHHbIX PaHee ¢
®yHKuma CryptVerifySignature() NMOMOLLIbIO BbI30Ba
CryptVerifySignature OCyLLEeCTBAAET NPOBEPKY LUndpoBon CryptimportPublicKeylnfo

noanuncu.

(CryptimportPublicKeyInfoEx) ns
cepTudmKaTa, NPOBEPEHHOIO C
NomoLbto GYHKLMM
CertVerifyCertificateChainPolicy

DOyHruuM padoThl ¢ cCepTUPUKATAMHA, CIMCKAMHI AHHYJIMPOBAHHBIX CEPTU(PHUKATOB, XPAHUIMILEM

cepTU(PUKATOB

CHHCKH aHHYJIMPOBAaHHBIX CepTHPHKATOB

CertAddCRLContext-ToStore

®yHKuma CertAddCRLContext-ToStore
nob6asnseT KoHTeKcT COC B XpaHuumue
cepTudnKaTos.

CertAddCRLLinkToStore

®YHKLMA CO34aeT CCbIIKY Ha CMMCOK
aHHYIMPOBaHHbIX CEPTUDMKATOB B
APYrom xpaHuauiie

CertAddEncodedCRL-ToStore

®yHKumMA CertAddEncoded-CRLToStore
co3pgaet KoHTekcT COC u3
3akoauposaHHoro COC u nobasnseT ero
B XpaHuauwe ceptudukaton. OyHKUUA
co3paet Konuto KoHTeKcta COC nepeg,
nobaBneHnem ero B XpaHuauLe.

CertEnumCRLsInStore

dyHKuma CertEnumCRLsIn-Store
nosiy4yaet nepsblii Unu cneaytowmii COC B
XpaHuaumue. 3ta GyHKUMA UCNONb3yeTcA
B LMKAE ANA TOro, YToObI
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nocneposartesibHo nonyumtb Bce COC B
XpaHunuue.

CertFreeCRLContext

®yHKuma CertFreeCRLContext
ocBobokaaeT KoHTeKceT COC, ymeHbLuan
CYETUYMK CCbIJIOK Ha eanHuLy. Korga
CYETUMK CCbIIOK 0BHYNAeTCA, PyHKUMA
CertFreeCRLContext ocBoboxkaaet
NamaATb, BblgeneHHyto nog KoHtekct COC.

CertCreateCRLContext

®dyHKuma CertCreateCRL-Context co3gaet
KoHTekcT COC u3 3akoamposaHHoro COC.
Co34aHHbI KOHTEKCT HE MOMELLAeTcA B
XpaHunumue ceptudmkaTos. B cosgaHHOM
KOHTeKcTe QYHKLMA pasMeLLL,aeT Konuto
3akogmposaHHoro COC.

CertDeleteCRLFromStore

dyHKUMA yaanaeT cnmcok
AHHYJ/INPOBAHHbIX CEPTUDUKATOB U3
XpaHUULLA

CertDuplicateCRL-Context

®yHKumMA CertDuplicateCRL-Context
aybnupyet KoHTekct COC, yBennumBas
cyeTymK ccbinok Ha COC Ha eguHMLy.

CertFindCRLInStore

®yHKuma CertFindCRLINnStore HaxoauT
nepsbIn MK cneaytowmin koHTekct COC B
XpaHuuLe cepTMPUKaTOB, KOTOPLIN
COOTBETCTBYET KPUTEPMIO NOUCKA,
onpeaenaeMomy napameTpom
dwFindType 1 cBA3aHHbLIM C HUM
pvFindPara. 31a PpyHKUMA MoKeT ObITb
MCMNONb30BaHa B LMKAE /1A TOro, YToObI
HanTh Bce COC B XpaHuauLLe
cepTudUKaToB, yaoBAETBOPAIOLLNE
334aHHOMY KpUTEPUIO NOUCKa.

CertDeleteCertificate-
FromStore

dyHKuma CertDeleteCertificate-
FromStore yaanaet onpeaeneHHbIl
KoHTeKCcT COC 13 xpaHunmua
cepTudmKaTos.

CertFindCertificatelnCRL

dyHKUMA OCyLLECTBAAET MOUCK
3aZlaHHOro cepTMdMKaTa B CNncKe
aHHYIMPOBaHHbIX cepTUUKATOB

CertGetCRLFromStore

dyHKuma CertGetCRLFrom-Store
nosly4yaeT NepBbii AU CAeay LN
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KoHTekcT COC ana onpeaenieHHoro
nsgatens ceptudurKaTa U3 XpaHUAULLA
cepTndumKaToB. ITa GYHKUUA TaKKe
OCYLLECTB/IAET BO3MOXKHYIO MPOBEPKY
COcC.

CertSerializeCRLStoreElement

DyHKUMA cepranmsaymm cnmcka
aHHYIMPOBaHHbIX CEPTUPUKATOB CO

CBOMMMW CBOMCTBAMMU

Pacumiupennsie cBoiicTBa cepTH(UKATA CIMCKA AHHYJIMPOBaHHbIX cepTudurkaToB u CTL

CertGetCRLContext-Property

®dyHKuna CertGetCRLContext-Property
noJsiy4aeT paclmMpeHHble CBOMCTBA
onpeaeneHHoro KoHTekcta COC.

CertSetCRLContext-Property

®dyHKuna CertSetCRLContext-Property
YCTaHaBAMBAET PacLUMPEHHbIE CBOMCTBA
onpegeneHHoro KoHTekcrta COC.

CertGetCertificate-
ContextProperty

dyHKumMA CertGetCertificate-

ContextProperty nonyyaeT nHdopmaumio,
CoZepKaLLyCA B paCLUMPEHHbIX

CBOWCTBaX KOHTEKCTa cepTUdMKaTa.

CertEnumCertificate-
ContextProperties

®yHKumA CertEnumCertificate-
ContextProperties nossonser
nepevYncanTb MHGopmaumio,
coZepXKallyoca B pacLUMPEHHbIX
CBOWCTBaX KOHTEKCTa cepTudMKaTa.

CertSetCertificate-
ContextProperty

®yHKuma CertSetCertificate-
ContextProperty ycTaHaBAnBaeT

pacliMpeHHble CBOMCTBa AnA
onpefeneHHOro KOHTeKcTa cepTudumKarta.

CertEnumCRLContextProperties

MepeyncneHme paclIMpPeHHbIX CBOMCTB

CNNCKa aHHY/IMPOBAHHDbIX CepTVId)VIKaTOB

CertEnumCTLContextProperties

MepeyncaeHne paclMpPeHHbIX CBOMCTB
CTL

CertGetCTLContextProperty

Mony4yeHune pacwmpeHHoro ceomncrea CTL

CertSetCTLContextProperty

YcTaHOBKa paclumpeHHbIx ceoicte CTL

@OyHKIUM padoThI ¢ cepTUhUKaTAMHU

CertAddCertificate-

dyHKumAa CertAddCertificate-
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ContextToStore

ContextToStore no6aBiAeT KOHTEKCT
cepTuduKaTa B XpaHUAULLE
cepTudUKaToB.

CertAddCertificateLinkToStore

[obaBnAeT ccblIKy Ha cepTUdMKaT B
APYrom XpaHuauiue

CertAddEncoded-
CertificateToStore

®yHKuma CertAddEncoded-
CertificateToStore co3paeT KOHTEKCT
cepTudMKaTa U3 3aKoANPOBAHHOIO
ceptTudmkata n fobasnset ero B
XpaHunuuwe ceptudmkatos. Co3gaHHbIN
KOHTEKCT He COAEPHKMUT HUKAKNX
pacLMpeHHbIX CBOMCTB.

CertEnumCertificates-InStore

®yHKumA CertEnumCertificates-InStore
MOJIy4aeT NepBbli UK CAeayoLnii

ITa PYHKUMA UCNONb3YyeTCA B LUKAE anA

TOro, 4Tobbl NOCAef0BaTENIbHO NONYYUTD

BCE CEPTUPUKATBI B XpPaHUAULLE
cepTudnKaTos.

cepTMdUKaT B XpaHWUAULLE CEPTUDUKATOB.

CertFreeCertificate-Context

®yHKumA CertFreeCertificate-Context
0cBO60KAAET KOHTEKCT cepTUdUKaTa,
YMeHblUaA CHETYUK CCbINNOK Ha eaAnHULY.

CertCreateCertificate-Context

®yHKumMA CertCreate-CertificateContext
CO343eT KOHTEKCT cepTudumKaTa 13
3aKOAMPOBAHHOIO cepTUdUKaTa.
Co34aHHbIN KOHTEKCT HE MOMeLLaeTcs B
XpaHunuwe cepTudukaToB. B co3gaHHOM
KOHTeKcTe GyHKLMA pasmeLLaeT Konuto
3aKOAMPOBAHHOIO cepTUdUKaTa.

CertDuplicate-
CertificateContext

®yHKuma CertDuplicate-
CertificateContext aybampyeT KOHTEKCT
cepTudMKaTa, yBeaMUNBasa CYETUMK

CCbIJIOK Ha eAnHUNLLY.

CertFindCertificate-InStore

®yHKuma CertFindCertificate-InStore

HaXo4AWUT NepPBbIN AN CAeayOLLNIA
KOHTEKCT cepTudmKaTa B XpaHUMLLE
cepTUPUKATOB, KOTOPLIM COOTBETCTBYET
KPUTEPUIO MOUCKA, ONpesensiemomy
napameTtpom dwFindType u cBA3aHHbIM C
Hum pvFindPara.
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CertDeleteCertificate-

®yHKuma CertDeleteCertificate-
FromStore yaanaeT onpeaeneHHbin

FromStore KOHTEKCT cepTudMrKaTa N3 XpaHuaunLLa
cepTuduKaTos.
dyHKuma CertGetSubject-
CertificateFromStore nony4yaeT KOHTeKCT
CertGetSubject- cepTUdMKaTa U3 XpaHMaULLA

CertificateFromStore

cepTMdMKaToB, 0A4HO3HAYHO
onpeaensemblit ero nsgatenem m
CEPUITHBIM HOMEPOM

CertGetlssuerCertificateFromSt
ore

Mouck cepTndmKaToB nsgartenei
3aZlaHHoOro cepTudmMKara

CertGetSubjectCertificateFromS
tore

Mouck ceptudmKaTa No cepuitHomy
HOMepY U U3gaTento

CertGetValidUsages

Mownck nepeceyveHna KeyUsage gna
maccusa cepTuduKaTos

CertSerializeCertificateStoreEle
mene

Cepmanmsau,vm 3/1EMEHTa XpaHunnunuia

OCSP

CertAddRefServerOcspResponse

YBesinyeHme cyeTymKa ccbiiok Ha OCSP
oTBeT

CertAddRefServerOcspResponse
Context

YBennyeHme cHeTYMKa CCbIJIOK Ha
KoHTeKcT OCSP oTtBeTa

CertCloseServerOcspResponse

3akpbITve geckpuntopa OCSP oTseTa

CertGetServerOcspResponseCo
ntext

MNonyyeHune KoHTekcTa OCSP oTBeTa

CertOpenServerOcspResponse

OTKpbITME geckpuntopa OCSP oTBeTa gnA
3aaHHOM LUEenoYKkM cepTUdMKaToB

Oxonnble QyHKIUH

CertSelectCertificate

OTtobpaxkeHune ananora Bbibopa
cepTMdUKaTa No 3a4aHHbIM KPUTEPUAM

CryptUIDIgCertMgr

OTobparkeHre auanora ynpasaeHus
cepTudumKaTamm

CryptUIDIgSelectCertificate

OTobpaxkeHune ananora Bbibopa
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ceptnudmkKara

CryptUIDIgSelectCertificateFrom
Store

OTtobpaxkeHune ananora Bblbopa
cepTMdUKaTa U3 XpaHMAULWA

CryptUIDIgViewCertificate

OTobpakeHne ananora co CBOMCTBAMM
ceptnudmKaTa

CryptUIDIgViewContext

OTobpaxkeHue cepTudmKaTta, CNmnckKa
aHHYNNPOBaAHHbIX cepTuduKkaTos unm CTL

CryptUIDIgViewSignerinfo

OTtobpaxkeHue gmnanora c MHpopmaumen
0 noAnucasLLem

CertSelectionGetSerializedBlob

Cepuvanusaums ceptudmukarta us
CTPYKTYPbI, UCNONb3yEMOW ANA
oTobparkeHus

GetFriendlyNameOfCert

MNMpeobpa3oBaHue MMeHU cepTudMKaTa K
«YMTaemMoMy» BUAY

@OYyHKIUM TPOBEPKH LeNoYeK

CertVerifyCertificate-
ChainPolicy

®dyHKuma CertVerifyCertificate-
ChainPolicy nposepsaeT uenouky
CcepTUPUKATOB Ha AOCTOBEPHOCTD,
BK/1O4asA COOTBETCTBME KPUTEPMIO
WUCTUHHOCTMW.

CertGetCertificateChain

dyHKumMA CertGetCertificate-Chain ctpout
LEenoYKy cepTUPpUKaTOB, HaUMHanA C
nocnegHero ceptudmkaTa, B 06paTHOM
HanpaB/JeHUU A0 LOBEPEHHOIO
KOpPHEBOro cepTuduKaTa, ecn 3To
BO3MOKHO.

CertFreeCertificate-Chain

®dyHKuma CertFreeCertificate-Chain
0CcBO6OXKAAeT LEnoYKy cepTUPUKaTOB
NnyTem yMeHbLIEHMA CYETYMKA CCbIJIOK.
Ecnv cyeTumK ccbiNoK paBeH Hyto, TO
nNamaATb, BblAgfIeHHanA NoA, LLenouYKy,
ocBoboskaaeTcs.

CertCreateCertificate-
ChainEngine

®yHKumA CertCreateCertificate-
ChainEngine co3gaeT KOHTEKCT
HCERTCHAINENGINE, KoTopbIi
No3BOAAET U3MEHATb NapameTpbl
MeXaHM3Ma NOCTPOEHMUA LLEMOYKM
ceptudukaTtos. [103BONAET OFPaHMNUNBATD
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MHOXeCTBO A0BePEHHbIX CepTVId)MKaTOB.

CertFreeCertificate-ChainEngine

dyHKuma CertFreeCertificate-ChainEngine
0cB0Ob6OXKAaeT KOHTEKCT
HCERTCHAINENGINE.

CertCreateCTLEntryFromCertific
ateContextProperties

Co3panue CTL Ha ocHOBe CBOWCT
aTpubyTOB KOHTEKCTa cepTudmKaTa

CertDuplicateCertificateChain

,ﬂ,y6ﬂMDOBaHME KOHTEKCTA LLEMOYKMN.

CertFindChainInStore

PYHKUMA NOCTPOEHMA LLEMOYKM NO
3aaHHbIM KPUTEPUAM U3 XPaHUANLLA

CertFreeCertificateChainList

dyHKUMA ocBObOXAEHNA MaccKBa
Lenovex

CertlsValidCRLForCertificate

DYHKUMA MPOBEPKU HANNYMA
cepTnudMKaTa B CMUCKE aHHY/IMPOBAHHbIX
cepTnudmkaToB

CertSetCertificateContextProper
tiesFromCTLEntry

YCTaHOBKa CBOMCTB B KOHTEKCT
cepTudmkata Ha ocHose CTL

Pacmmmpennbie cBoiicTBa cepruduxara (EKU)

CertGetEnhancedKey-Usage

®yHKuusa CertGetEnhanced-KeyUsage

nonydyaet MHGOPMaLMIO O PACLUMPEHHOM
MCMNO/Ib30BAHWUM K/to4a U3

COOTBETCTBYIOLLErO PaCLUMPEHUA UK U3

pacWMpeHHbIX CBOMCTB cepTnduUKarTa.

PaclwmpeHHOe UCMob30BaHME KioYa

CNYKUT NPU3HAKOM NPaBOMEPHOTO
MCNoab30BaHWA cepTudUKaTa.

CryptAcquireCertificatePrivateK
ey

®yHKuma CryptAcquire-
CertificatePrivateKey nonyyaet
peckpuntop HCRYPTPROV u napameTtp
dwKeySpec gns onpegeneHHoro
KOHTEKCTa cepTUdmKara.

@OyHKIUM PadoThI ¢ HIEHTHPUKATOPAMHU

CryptFindOIDInfo

®yHKuuaA CryptFindOIDInfo nonyuyaet
nepByto NpegonpeaeneHHyo uam
3aperncTpupoBaHHYyo CTPYKTYpPY

CRYPT_OID_INFO, cornacoBaHHyto
onpeaeneHHbIM TUMOM KOYa U C
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KHO4YOM.

CryptEnumOIDInfo

MepeuncneHme 3aperncTpUpPoBaHHbIX
NMAEHTUDMKATOPOB U NOAYYEHUNE
MHOPMaLMM ANA HUX

@DyHKuMH padoThl ¢ XPAHUIHILEM

CertOpenStore

®yHKuma CertOpenStore oTKpbiBaeT
XpaHuuLe cepTMPmUKaToB, MCNONb3YA
3a4aHHbIV TUN NpoBanaepa.

CertDuplicateStore

®yHKuusa CertDuplicateStore aybaunpyet
OECKPUNTOP XpaHMAULLA, YBEANYMBaAS
CYETYMK CCbIZIOK Ha XPaHW/IMLLA Ha
eguHuLy.

CertOpenSystemStore

®dyHKuma CertOpenSystemStore
Ncnoab3yeTca A1a OTKPbITUA Hanbonee
4acTo MCNONb3YEMbIX XPaHUANLL,
cepTudUKaTos.

CertCloseStore

®yHKuusa CertCloseStore 3akpbiBaeT
OECKPUNTOP XpaHUAULLA CEPTUPUKATOB U
YMEHbLUAeT CHETHYUK CCbISIOK Ha
XPaHUAMLLA HA eguHNLY.

CertAddStoreToCollection

,ﬂ,06aB!'IE'HMe XpaHUAULa B KONNEKUUIO

CertControlStore

YcTaHOBKa HOTUdMKALMM NPU PA3ANYUAX
B 3aKeLUMPOBAHHOM XpaHUAULLE U
bur3nyeckom xpaHunuiLe

(I)yHKIII/II/I, HCIOJIb3YyEMBIC /151 paﬁOTbI C OTKPLITHIMHU JaHH

bIMH H 00bEeKTAMH

CryptimportPublicKey-InfoEx2

®yHKumMA CryptimportPublic-KeylnfoEx2
umnopTtupyet nHGopmauuio 06

OTKpbITOM Kntoye B CNG v Bo3spalaet
[EeCKPUNTOP OTKPBITOrO K/toua.

CryptimportPublicKey-InfoEx

®dyHKumA CryptimportPublic-KeylnfoEx
nmMmnopTupyeT MHGopmaumio ob

OTKpbITOM Kntove B CSP 1 Bo3spawaer
OECKPUNTOP OTKPLITOrO K/to4a.

CryptimportPublicKey-Info

®yHKumMA CryptimportPublic-Keylnfo
npeobpasoBbIBAeT U UMMNOPTUPYET
MHbOPMaUUIO 06 OTKPBLITOM Kitoye B

npoBsaingep v BO3BpaLLaeT A4eCKPUNTOpP
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OTKPbITOro K/ato4a.

CryptExportPublicKey-InfoEx

®yHKumMA CryptExportPublic-KeyInfoEx
aKkcnopTupyet nHdopmauuio oo
OTKPbITOM K/touYe, CBA3AHHYHO C
COOTBETCTBYHOLLMM CEKPETHBIM K/OYOM
nposanaepa.

CryptExportPublicKey-Info

®PyHKumA CryptExportPublic-KeyInfo
3KcnopTMpyeT MHPopmaunto 06
OTKPbITOM K/ItO4E, aCCOLMMPOBAHHYIO C
COOTBETCTBYHOLMM CEKPETHLIM KNHOUYOM
nposanaepa.

CertCompareCertificate

®yHKuusa CertCompare-Certificate
CpaBHMBAET ABa cepTudMKaTa ANA TOro,
yTobbI ONpPeaennTb, ABAAKOTCA N OHU
UAEHTUYHBIMMU.

CertComparelnteger-Blob

®yHKuma CertComparelnteger-Blob
CpaBHUBAET ABa LenoYncaeHHbIx 6106a
ANA onpeaeneHns Toro, NPeacTaBAAoT
JIN OHU coboW ABa paBHbIX YMCAa.

CryptExportPublicKeylnfoFromB
CryptKeyHandle

3KcnopTupyeT MHPopmauuio ob
OTKPbITOM KJIt04e, aCCOLIMMPOBaHHYIO C
COOTBETCTBYHOLLMM CEKPETHLIM KAOHOM
nposanaepa.

DYHKIUH KOAUPOBAHUS/NEKOAUPOBAHUS

CryptDecodeObiject

®yHKumMA CryptDecodeObject
MCNoNb3YIOTCA ANA AEeKOAMPOBAHUA
cepTMdMKaATOB, CNINCKOB
aHHY/IMPOBaHHbIX cepTudmkaTos (COC) u
3anpocoB Ha cepTUUKaTbI.

CryptDecodeObjectEx

®yHKuua CryptDecodeObjectEx
NCNONb3YOTCA ANA AeKOAUPOBaHMUA
cepTUPUKATOB, CMIUCKOB
AHHY/IMPOBaHHbIX CEPTUPUKATOB U
3anpocoB Ha cepTudMKaThbI

CryptEncodeObject

®yHKumA CryptEncodeObject
MCMOb3YIOTCA ANA KOAUPOBAHMSA
CepTMdUKATOB, CNMUCKOB

aHHY/IMPOBaHHbIX CEPTUDUKATOB U
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3anpocoB Ha cepTUdUKaThI.

®yHKuma CryptEncodeObjectEx
NCMNONb3YIOTCA A9 KOAUPOBaHUSA
CryptEncodeObjectEx CepTMdUKaATOB, CNMCKOB
aHHY/IMPOBaHHbIX CEPTUDMKATOB M

3anpocoB Ha cepTUdUKaThI.

IToryyenune 00beKTOB U3 yAaJEeHHbIX HCTOYHUKOB

®yHKuusa CryptRetrieveObject-ByUrlA

CryptRetrieveObject-ByUrlA nosiydaeT 06bEKT MHOPACTPYKTYpPbI
OTKPbITbIX KAtouen no 3agaHHomy URL.

®yHKumMA CryptRetrieveObject-ByUrlW

CryptRetrieveObject-ByUrlW ABAfeTca unicode Bepcueit GyHKLMU
CryptRetrieveObject-ByUrlA.

JonosHuTtenbHble GyHKIUM

PyHKUMA NepeBOANT 4BOUYHYIO CTPOKY B
CryptBinaryToString cTpoKy Base64/HEX.

dyHKuMA nepesBoauT cTPoky Base64/HEX
CryptStringToBinary B [IBOMYHYIO CTPOKY.

PyHKLMA NPOU3BOAUT NOUCK aTpMnbyTa

CertFindAttribute cepTudMKaTa No UAEHTUPUKATOPY.

CDyHKLI,MFI nonyyvyaet UMmAa Bnagenbua nan

CertGetNameString nsgatens ceptuomKarta.

DyHKUMA NPOU3BOAMUT PaCKoAUPOBaHME
CertNameToStr mmeHun 13 ASN cTpyKTypbl 8 DN
(RFC1779).

®YHKLMA NPOU3BOANT 3aMUCh XPaHUAMLLA
cepTUPUKATOB (BK/IHOYAA CUCKU
0TO3BaHHbIX U AOBEPEHHbIX
CertSaveStore cepTMdUKaToB) B BUAE CTPYKTYpbl PKCSH7
nAn 6UHaPHOro Aamna B NamATb UK
dann.

CDYHKLI,VIFI OCYyLLECTBNAET MNOUCK 3aKpbITOro

CryptFindCertificateKeyProvinfo K/ItoHa, COOTBETCTBYIOLLETO OTKPBITOMY

KoYy cepTuouKaTa.

dyHKumMa ocywecteadeT ASN1
CryptHashPublicKeyInfo YHKU il

KOAMPOBaHME M X3WNPOBaHMNE CTPYKTYpPbI
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CERT_PUBLIC_KEY_INFO

CryptMsgCountersign

®yHKUMA BbipabaTbiBaeT A06aBOYHYIO
noAnucb.

CryptMsgCountersignEncoded

®PyHKUMA BblpabaTbiBaeT A06aBOYHYIO
NoAnuck. (KoaANPYET CTPYKTYPY

SignerInfo, Kak onpeaeneHo B PKCS #7).

CryptMsgVerifyCountersignatur
eEncoded

PyHKUMA NpoBepaeT 06aBOYHYIO
noanuce. (AekoanpyeT CTPYKTypy

SignerInfo, Kak onpeaeneHo B PKCS #7).

CryptMsgVerifyCountersignatur
eEncodedEx

dyHKUMA NpoBepseT f0H6aBOYHYIO
noanuce. (aekoanpyeT CTPYKTypy

Signerinfo, Kak onpeaeneHo B PKCS #7).
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