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AHHOTaUuUs

Hactoswee PykoBoacCTBO coaepxuT obllee onucaHve cpeactsa Kpuntorpaduyeckom
3awmTbl  MHGopmauun Kpuntollpo CSP v. 3.9 (OKTAM.00083-01) v pekoMeHgauum no
mcnonb3oBaHmio CK3U B pasnnyHbIX aBTOMaTU3NPOBAHHbIX CUMCTEMaX.

B 3aBMCMMOCTM OT KOMMJEKTaUuuM M WCNOMb3yeMOM MNpOrpaMMHO-annapaTHOW cpeabl
dyHKuMoHmnpoBaHus CK3M cnepyeT pyKOBOACTBOBATbLCS TakXxe AokyMeHTamm [9] - [19].

NHCTpyKumn aAMUHUCTpaTopam 6e3onacHocTn " nosb3oBaTesnsam pa3nYHbIX
aBTOMaTM3MPOBAHHbIX cUcTeM, mcnonbayowmx CK3U Kpuntolpo CSP, aonxHbl paspabaTtbiBaTbCs C
y4yeToM TpeboBaHuii HacToswero PykosoacTtea

Cnu1CcoK coKpaLleHNi

CRL Cnuncok oTo3BaHHbIX cepTudukatoB (Certificate Revocation List)
IETF Internet Engineering Task Force

APM ABTOMaTM3MpoBaHHOe paboyee MecTo

rMa TMBKMUN MarHUTHLIN AUCK

Acy JaTtunk cny4darHbix ymucen

HDD XXecTKku MarHUTHbIN AUCK

HCAO HecaHKLMOHNUPOBAHHbIA AOCTYN

ocC OnepauunoHHas cuctema

MAK lMporpaMMHO-annapaTHbI KOMMNEKC

MNK3n MoacucremMa kpunTorpaduyeckon 3awmtbl MHHOPMaLnm

no MporpamMmmHoe obecneyeHune

Perncrpaums MNMpucBoeHne onpeaeneHHbix aTpnbyTos (aapeca, HoMepa Kio4a, npas

MCNO/Ib30BaHNA U T.M.) abOHEHTY

PernameHT COBOKYMHOCTb MHCTPYKLUUWI U APYIOM pernaMeHTupyrowen JoOKyMeHTaumm,
obecneumBatowen GyHKLUMOHMPOBaHNE aBTOMAaTU3MPOBAHHON CUCTEMbI BO
BCEX pexumax.

CepTtudukar DNEKTPOHHbIN AOKYMEHT, MOATBEPXAAIOLWMIA NPUHAANEXHOCTb OTKPLITOrO
K/0Ya UK KJIoYa NPOBEPKU SNEKTPOHHOM MOAMUCK U ONpPeAENEHHbIX
aTpMbyTOB KOHKPETHOMY aboHEHTY

CepTndurkaumsa Mpouecc n3rotoBneHns cepTudmkaTa OTKPbITOrO Ktoya Uan Kioda
NpOBEPKN 3NEKTPOHHOM noanucu aboHeHTa B LeHTpe cepTudukaumm

CK31 CpeactBo kpunTorpadunyeckon 3awmTbl MHpopMauumn

CcocC Cnucok oTo3BaHHbIX cepTudunkatos (Certificate Revocation List)

cC CnpaBOYHUK CEPTUPMKATOB OTKPbITbIX K/IOUEN U KIKOYeNn NpOBEPKU
3NEeKTPOHHOM noanucu. CeTeBol CNpaBoOYHUK.

CoK Cpena pyHKUMOHMPOBAHMS KOMMJIEKCa

LC Llentp Ceptudmkaumm YL

vyl YpoctoBepsowmi LieHTp

P LleHnTp Perncrpaunn YU

34 DNEeKTPOHHbIN AOKYMEHT

2N DNeKTPOHHasa NoAnnchb
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OCHOBHblEe TEPMUHbI U NOHATUSA
ABTOMaTM3MpoBaHHas MHhOPMaLMoHHas cucTeMa

KoMnnekc mporpaMMHbIX U TEXHUYECKUX CPeAcTB, NMpefHasHaueHHbIX Ansi cbopa, XpaHeHWusi, nmoucka U
BblAauun MHdopMaumm no 3anpocam.

ABTOMaTM3npoBaHHas cucrema

CucteMa, cocToswass W3 MepcoHana M KOMMJeKca CpeacTB aBTOMaTu3auuMu ero  AesiTefbHOCTY,
peanusytowas MHHOOPMALMOHHYO TEXHOSIOMMIO BbIMOSIHEHMS YCTAaHOBMIEHHbIX (PYHKLMA.

ABTOPCTBO MHMOPMaLIMK

OAHO3HauYHOE COOTBETCTBME MeXAy coAepxaHueM u/unu ¢popmol nHdbopMaunmn n cybbekToM (06bekToMm),
copMupoBsaswnM 3Ty MHbOpMaumio. [na nonb3oBaTens aBTOPCTBO MOSYYEHHOMW MM U3 CUCTEMbl WK
KaHana cBs3W WHGPOpMauMM O3HavaeT OAHO3HAYHOe YCTaHOBMIEHME MCTOYHMKa, CPOpMMpOBAaBLUErO 3Ty
MHpopmauuio (ee aBTopa).

AKTyanbHOCTb MHdOpMaLnm

CBOMCTBO MH(MOPMaUUM COXpaHSaTb CBOM CBoMCTBa (LEHHOCTb) Ans cybbekTa (nosib3oBaTesisl) B TeYeHue
onpeAeneHHoro nepmoaa BpeMEHMU.

AaMuHUCTpaTop 6e3onacHocTu

CybbekT pocTyna, OCHOBHOWM 0643aHHOCTBIO KOTOpPOro sBnsercs obecnedeHune 6He3onacHOCTU
KOHbMAEHUMANbHOW CBSI3M Ha TOM y4yacCTKe CETW, KOTOpYH OH KypupyeT. CuctemMa aAMMHUCTPATUBHOIO
ynpaBneHnss 6e30nacHOCTbI0  BKOYaeT B Cebss  KOMMIEKC OpraHM3auMOHHO-TEXHUYECKUX  Mep,
HanpaB/ieHHbIX Ha obecneyeHrne KOHDUAEHUNANBHOCTU CBS3N.

OCHOBHbIe HarnpasfeHus AeaTeNbHOCTU agMUHUCTpaTopa 6e3onacHocTH:
- KOHTPOJ1b LENOCTHOCTN NpPOrpaMMHOro obecneveHus;

- yrnpaBfeHue K/IYEeBOW CUCTEMOW: XpaHeHue, BBOA B AENCTBME W CMeHa KJ/l4el Mnosb3oBaTenen,
reHepauus 3aKpbITbIX M OTKPbITbIX K/OYelr MNOoAMUCKU Mofib30BaTeNnen, KJKYen 31eKTPOHHOW noanucu,
Kto4Yen NpPoBEPKM 3N1EKTPOHHOM NOAMNUCH ;

- yrnpaBfieHMe AOCTYMNOM Mofnb30BaTeNel CUCTEMbl K MPOrpaMMHOMY obecneyeHuio U AaHHbIM, BKO4Yas
YCTQHOBKY W MNEpUOAMYECKYD CMEHY Maposfieil, YynpaBleHWe CpeacTBaMU 3aliMTbl KOMMYHUKaALWiA,
nepefaBaeMblX, XpaHUMbIX U 06pabaTbiBaeMbIX AAHHbIX.

AOMUHUCTPATOP 3aLUUTLI

Cy6beKkT AocTyna, OTBETCTBEHHbIM 3@ 3aluUTy aBTOMaTU3MPOBAHHON CUCTEMbl OT HECaHKLUMOHUPOBAHHOIO
[0CTyna K nHdopMauum.

AyTeHTUdunKaums

MpoBepka MPUHAANEXHOCTU Cy6beKTy AO0CTyna MNpeabsBlIEHHON0 UM MAeHTUdMKaTopa, NOATBEPXAEHME
NOASIMHHOCTU.

AyTeHTUdunKaumsa nHbopmaumnm

YcTaHoBMeHWE MNOANNHHOCTU MHAOPMaLMKU UCKITHUYUTENIbHO Ha OCHOBE BHYTPEHHEW CTPYKTypbl caMoi
MHGpOPMaUMM HEe3aBUCMMO OT WCTOYHMKA 3TOW WHQOpMauuu, YCTaHOBIEHWE 3aKOHHbIM Mony4yaTenem
(BO3MOXHO apbuTpoM) ddakTa, 4YTO nosydyeHHas WH@opMmaums Havbonee BepoATHO 6Oblna nepenaHa
3@KOHHbIM OTnpaBuTeneM (MCTOYHMKOM) M UYTO OHa MpPW 3TOM He 3aMeHeHa W He wuckaxeHa. Jliobbie
npegHaMepeHHble U crydaliHble MOMbITKN UCKaXeHUI nHbopMaunmn o6HapyXnBakTCsl C COOTBETCTBYOLLEN
BEPOSATHOCTHIO.

Be3onacHoCTb

CoCTOsIHME 3aLUMLLEHHOCTM >XM3HEHHO BAXHbIX WMHTEPECOB /NMYHOCTM, obliecTBa M rocyaapcrea oT
BHYTPEHHUX U BHELIHWX Yrpo3.

OTCcyTCTBME HEAOMYCTUMOr0 pUCKa, CBSA3AHHOIO C BO3MOXHOCTbIO HaHeceHus yulepba.
BesonacHocTb MHbOpMaumn (MHbopMaunmoHHaa 6e3onacHoCTb)

CocTosiHMe WHpopMauMmM, WMHPOPMALMOHHBIX PecypcoB U WMHMOPMALMOHHbLIX CUCTEM, MPU KOTOPOM C
TpebyeMoli BEpOSITHOCTbIO obecneunBaeTcs 3almTa MHhopMauum (AaHHbIX) OT YTEUKU, XULEHUS, YyTpaThl,
HECAHKLUMOHMPOBAHHOIO  YHUYTOXEHMUS, UCKaxeHus, Moaudukaumm (noadenku), KOMMpOBaHUS,
6nokupoBaHusa u T.Mm..

CocTosiHMe 3almleHHoCTn uHdopMaunu, obpabaTbiBaeMoli CpeAcTBaMU BbIUUCIUTENBHON TEXHUKU UK
aBTOMaTM3NPOBAHHOW CUCTEMbI, OT BHYTPEHHUX WU BHELIHMX Yrpo3.

BnoknpoBaHne nHbopmaumm
MpekpalleHre unm 3aTpyaHeHne A0CTyna 3aKOHHbIX Nofib3oBaTenei K nHbopmMauun.
Bepudukaums
YcTaHOBMIEHWE COOTBETCTBUS MPUHSTON M NepeaaHHON MHPOPMaUMM C MOMOLLbIO JIOFMYECKMX MEeTOA0B.

npouecc CpaBHeEHUA  ABYX ypOBHeﬁ CI'IeLJ,MCbVIKaU,I/WI cpencrts BbIUMC/IUTENTBHON  TEXHUKM nnn
ABTOMAaTU3NPOBAHHbLIX CUCTEM Ha HaANexaulee COOTBETCTBUE.

Bnageneu nHdopmaumm

CybbeKkT, OCyLeCTBASWNI BnageHne U nonb3oBaHWe uHdbOpMaunen wn peanusyowmii MNOJHOMOYUS
pacnopsXeHust B npeaenax npas, YCTAHOBJ/IEHHbIX 3aKOHOM WM/UNK CO6CTBEHHWKOM WHGOpMaLmK.
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Cy6bekT WHMOPMAUMOHHbLIX OTHOWEHWNM, obnagalowmin  NpaBoM  BRAAEHWUS, PacrnopsiXXeHus U
nosfib30BaHMeM MHPOPMAUMOHHbBIM PECYPCOM MO AOroBOpy C CO6CTBEHHMKOM MHMOPMaLUK.

Bnapeneu nHdopmaunmn, MHOOPMaLMOHHOM CUCTEMBI

Cy6beKT, B HEMocpeACTBEHHOM BEAEHWW KOTOPOro B COOTBETCTBMM C 3aKOHOM HaxoAsaTCs MHdopMauus,
MHbOPMaLMOHHAR CTPYKTYypa.

FocyaapcTBeHHas TavHa

3awmiaemMble rocyAapcTBOM CBefeHUst B 061acTu ero BOEHHOM, BHELHENOoINTUYECKON, SKOHOMUYECKO,
pa3BeablBaTeNbHOM, KOHTppa3sBeAblBaTebHOW n onepaTUBHO-PO3bICKHOW OeATenbHOCTH,
pacrnpocTpaHeHne KOTOpbIX MOXET HaHecTu yuepb 6esonacHocT Poccuitickoin deagepaunn.

pud KoHDMAEHLMANBHOCTH

CneumnanbHass oTMeTKa Ha HocuTene uHdbopMauum nMb0 B COMPOBOAUTENBbHLIX AOKYMEHTaxX Ha Hero,
CBUAETENbCTBYHOLAS O TOM, YTO HOCUTESIb COAEPXUT KOHDUAEHLMANBbHYO MHPOPMaLUIO.

pnd cekpeTHOCTU

PekBu3nNTbI, CBMAETENbCTBYOWME O CTENEHW CEKPETHOCTU CBEAEHWUI, COAEepXalUMXCS B WX HOCuTene,
npocTaBisemMble Ha CaMOM HOCUTENE U/ B CONPOBOAUTENbHOM AOKYMEHTaLUMN Ha Hero.

LJoKyMeHT
[lokyMeHTUpoBaHHasa MHbopMaums, cHabxeHHas onpeaeneHHbIMU peKBU3UTaMun.

MaTepuanbHbll 06bEKT C WHQOpMauMeln, 3aKpernseHHOW Cco34aHHbIM YesloBeKOM cnocobom ans ee
nepefayun BO BpPEMEHW W NPOCTPAHCTBE.

[JokyMeHTMpoBaHHas nHpopMaums (4OKYMEHT)
3aduKcMpoBaHHaa Ha MaTepuasnbHOM HocuTene WH@opMauus C pekBUM3UTaMu, MO3BONSAOWNMKN ee
naeHTUdULUMpoBaThb.

NMpumeuaHue. [JOKyMeHTMPOBaHHas WHGPOpPMaUMs C OrpaHUYEeHHbIM AOCTYNOM MO YCNOBUAM ee
NMpaBoOBOro pexuma rnoapasgenserca Ha WHbOpMauMio, OTHECEHHYH K TrOCyAapCTBEHHOMW TalHe, U
KOHMdUAEHUMANBHYIO.

[JOKYMEeHT B 9N1eKTPOHHOM hopMe (D/1EeKTPOHHbIA AOKYMEHT)
DNeKTPOHHbIN 06pa3 AokyMeHTa (nfaTexHoOro WAM uMHoro) - ain, [OCTOBEPHOCTb KOTOPOro

obecneunBaeTca KOMMNJIEKCOM MeponpuaTUin no 3awnte nHdopmauuun. Mpn 3ToM dann MOXeT coaepxaTb
HECKONbKO AOKYMEHTOB (MakeT AOKYMEHTOB).

3 npeactasnser Ccobon OOKYMEHTUMPOBAHHYKO COBOKYMHOCTb [AaHHbIX, 3adMKCMPOBaHHbIX Ha
MaTtepuanbHOM  HocuTene  (MarHUTHOM  uam  6yMaxXHOM) C  peKkBM3WUTaMu,  MNO3BONSIOLNMM
naeHTudunumMpoBaTb 3Ty MHMOPMauuilo M aBTOpoB AOKyMeHTa. UaeHTudwukauma SO obecneumsaetcs
CpeAcTBaMM 3aliMTa Ha OCHOBE anroputMoB LWKMGPOBAHWUSA, 3MEKTPOHHOW MOAMUCKM W 3aluTbl OT
HEeCaHKLUMOHUPOBAHHOIO AOCTYNa.

D[ CcOo3[4aeTcA YYaCTHMKOM CUCTEMbl Ha OCHOBE OYMaKHOro [AOKyMeHTa /iMb0 Ha OCHOBaHMM ApYroro
3/1eKTPOHHOMO [AOKYMEHTa U NOJIHOCTLIO NOBTOPSAET €ro No coaepxaHuto. D 06pabaTbiBalOTCA U XpaHATCA
B DBM 1 MOryT nepenaBaThCs Mo 3MEKTPOHHbLIM KaHanam CBSA3W.

JocTtyn K nHgopmaumm

Mony4yeHne Cy6'beKTOM BO3MOXHOCTMU O3HaKOMJieHna C VIHCbOpMaLlIAeVI, B TOM 4ucne C nomMouwbto
TEXHUYECKUX CPEACTB.

O3HakoMmfieHe c wuHdopMauveit, ee 06paboTka, B YaCTHOCTM, KOMUPOBaHWe, MoaudMKaumUs WIu
YHUUTOXEHWE UHbopMaLuu.

JocTtynHocTb nHdopmaunmn

CBonctBOo MHMOPMauUnKM, TEXHUYECKUX CPeacTB W  TexHonormm o06paboTku, XxapakTepusytlolweecs
cnocobHoCTbio obecneunBaTb HeCnpensaTCTBEHHbIN AOCTYN K MHbOpMauum cybbekToB, MMEKLWMX Ha 3TO
Haanexalume nosHoMouus.

3aBepeHune (HoTapu3saums)

Pernctpauma faHHbIX Y AOBEpPEHHOro TpeTbero avua ANns MNOBbIWEeHUS YBEPEeHHOCTU B MpaBUIbHOCTU
TaKUX XapaKTeEPUCTUK, KaK coaepXXaHNE, NCTOYHUK AaHHbIX, BpEMA OOCTaBKW.

3aKpbITbIN KNOY (CEKPETHbIN KOY — 3/IEMEHT K/IHOYEBOM Napbl)

Kpuntorpadunyeckuii K4, KOTOPbIN XpaHUTCS MOMb30BaTeNeM cUCcTeMbl B TaviHe. OH ucnonb3lyetcs ans
dOpMMpPOBaHNSA 3IEKTPOHHOM NOANMUCK U pacln@poBaHMS 3awMppOBaHHbIX COOBLLEHUN.

3awuTa nHdopmaumm
JesTenbHOCTb MO MpeaoTBpaLLEeHUIO YyTeYKM 3aluuiaemMor MHbOopMaumn, HecaHKUMOHMPOBAHHbLIX U
HernpeaHaMepeHHbIX BO3AENCTBUI Ha 3alimaeMyto MHhopMaLmio.
Komnnekc ™MeponpusTuiA, NPOBOAMMBIX C LeNblo MNpefoTBpalleHns  YyTeuyku, XULeHus, YyTpaThl,

HECAHKLMOHMPOBAHHOMO YHUUYTOXEHUSA, U3MEHEHMS, MoaudUuKkaummn (noaaenkun), HeCaHKLUMOHUPO-BaHHOMO
KOMMpPOBaHUs, 61OKMPOBaHUA MHGOPMaLMK.

3awmTa nHdopmauum ot HCA

CocTaBHast YacTb obuien npobnembl obecneyeHns 6e3onacHOCTU MHGOpMauMM. MeponpuaTua No 3awmTe
nHdopmaumm ot HCL [A0MXHbI OCYLECTBASTLCS B3aMMOCBSI3aHO C MEpOonpUSiTUSAMWU MO cneumnanbHOM
3allMTe OCHOBHbIX M BCrOMOraTeslbHbIX CPEACTB BbIYUCAUTENIbHON TEXHUKU, CPEACTB U CUCTEM CBSA3U OT
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TeXHUYECKUX CPeACTB pa3BeAKMW M NMPOMBbILLNEHHOrO WNKMOoHaxa. B obwem cnyyae, KoMniekc NporpaMMHoO-
TEXHUYECKUX CPeACTB M OpraHu3auuoHHbIX (NpouedypHbIX) peleHui no 3awuTte uHdopmaumm ot HCA
peanusyeTcs B paMKaxX CUCTeMbl 3almTbl MHGopmaumm oT HCA, yCNOBHO COCTOSILEN M3 cnenyowmnx
yeTblpex NMOACUCTEM: yMnpaBfieHWs AOCTYMNOM; perncrpaumm u yderta; kpuntorpaduyeckon; obecneveHus
LLe/IOCTHOCTH.

3awuiieHHoe CpeacTBO BblYMCINTENBHOM TEXHUKN (3alUMLLEHHAs aBTOMATU3MpPOBaHHasa cnuctema)

CpefcTBO BbIUMCIUTENBHON TEXHWKKU (aBTOMaTM3MpOBaHHasi CUCTEMA), B KOTOPOM peaniu3oBaH KOMMIeKC
CPeACTB 3aluThI.

IA32, IA64, x64, SPARC, Power PC
AnnapaTtHble NnaTtdopMbl, UCNONb3yeMble NponssoauTensamMmn NIBM
NaeHTudunkaums

MpucBoeHne cybbekTam M obbekTaM AocTyna uaeHTudukatopa u (MNM) CpaBHEHUE MpPeabsBSEMOro
naeHTudunkaTopa C nepeyHeM NPUCBOEHHbIX MAEHTUHOUKATOPOB.

MMuTo3awmTa
3awmTa cUCTeMbl WNGPPOBAHHOW CBSA3M OT HaBsA3biBAHMS JIOXKHbIX AaHHbIX.
MMuTOBCTaBKa

OTpe3ok uHbopMaunm GUKCUPOBAHHOW ANNHbI, MOJTYYEHHbIA MO OonpeaeneHHOMY MpaBuily U3 OTKPbITbIX
OAHHbIX M K/toda 1 gobaBneHHbIN K 3alundpoBaHHbIM AaHHbIM Ansa obecneyeHns MMMTO3almThI.

KBannduumpoBaHHbIW cepTuduKaT Ko4a NPOBEPKN /TIEKTPOHHOM NOAMUCH

CepTudukaTt Kao4va NpoBEPKN 3NEKTPOHHOW MOAMUCK, BbIAAHHbIN aKKpPeAWTOBAHHbLIM YAOCTOBEPSIOLLUMM
LEeHTPOM WAW AOBEPEHHbIM JIMLOM aKKpeAUMTOBaHHOrO YAOCTOBepsowWwero ueHTpa AnMbo deaepanbHbIiM
OpraHoM MCMNOSIHUTENbHOW BNAacTU, YNOHOMOYEHHbIM B cepe UCMOosb30BaHUSA 31€KTPOHHOM NOAMUCH.

Kntoy (kpyntorpadunyeckmnin Kntou)

KOHKpeTHOe CeKpeTHOe COCTOSIHME HeKOTOpblIX MapaMeTpoB  aaroputMa  Kpuntorpapuyeckoro
npeobpasoBaHus AaHHbIX, obecneunBatolee BbIGOP O0AHOrO Mpeobpa3oBaHUs U3 COBOKYMHOCTU
BCEBO3MOXHbIX 4715 AAHHOro anroputMa npeobpasosaHuin [3].

Koy NpoBepKyM 3NEKTPOHHOW NoANNCK

YHuKanbHas nocnenoBaTelbHOCTb CUMBOJIOB, OAHO3HAYHO CBSA3aHHAsA C KJIHOYOM 3/1IEKTPOHHOM MOAMNUCU U
npegHasHa4dyeHHasa Ansga npoBepkun NoASIMHHOCTU 3J'IeKTpOHHOVI noanucu.

Koy 31eKTpoHHOM noanucu
YHuKanbHasa nocnefoBaTenNbHOCTb CUMBOIOB, NPpeAHa3HaYeHHas A9 CO34aHuA 3/1EKTPOHHOM NOANUCH.
KomnpomeTauus kato4a

YTpata [oBepusi K TOMy, 4TO MCMoJib3yeMmble KouM obecrneumBatoT 6e3onacHocTb MHdopmauun. K
CObbITUSIM, CBSA3aHHbIM C KOMMpPOMeTauuel KiYyeil OTHOCATCS, BKJOYas, HO He OrpaHMYMBasiChb,
cnepyowme:

1. MNoTeps kNOYEBLIX HOCUTENEN.
2. TloTeps KIOYEBbIX HOCUTESEN C UX MOCNeayWwmnM obHapyXeHneM.
3. YBONbHEHME COTPYAHUKOB, MMEBLUMX AOCTYN K KIOYEBOW MHGOpMaLMW.

4. HapylweHve NpaBWi XpaHEHUS U YHUUTOXEHUS (NMoCsie OKOHYaHMsa Cpoka AeNCTBUS) 3aKpbITOro
Koua.

5. BO3HMKHOBEHME TMOAO3PEHWN Ha YTeuyKy WHGOpMaLUMM WAN  ee WUCKaXeHWe B cucteme
KOHMWAEHUMANbHOM CBA3MWN.

6. HapyweHune neyaTtn Ha ceride C KI4YEBbIMU HOCUTENSMU.

7. Cnydyau, Korga Hesnb3s JOCTOBEPHO YCTAaHOBWTb, YTO MPOMU3OLLIO C KIKOUEBbIMU HOCUTeNsiMu (B
TOM uucfie cnyyaun, Korga K/oUYeBOW HOCUTENb BblleS M3 CTPOos WM AOKasaTeflbHO He OMnpoBeprHyTa
BO3MOXHOCTb TOrO, 4TO, AaHHbIM (akT npousolwen B pesyfbTaTe HECaHKUMOHWMPOBAHHbLIX AEWCTBUiA
3/10yMbIWEHHWKA)

Pasnuuatotca ABa BMAa KOMNpPOMETaAUMU 3aKpbITOro Kjya: ssBHafA U HesiBHaA. [lepBbie yeTbipe cobbITnA
TPaKTYIOTCS KaK siBHas KomMnpoMmeTtauus knawouden. Cneayowme Tpu TpebyroT cneunmanbHOro paccCMoTpeHus
B KaXAOM KOHKPETHOM Cniy4ae.

KoHduraeHunanbsHoCTb MHGopMaLmm

CybbekTuBHO onpeaensemas (NpunucebiBaemMas) MHdopMaumm xapaktepmuctnka (CBOMCTBO), YKa3sbiBatoLlas
Ha Heo6Xx0AMMOCTb BBEAEHUSI OFPaHUYEHMIA Ha KPYT CyH6bEKTOB, UMELWMX AOCTYN K AaHHOM MHdopMaumm,
n obecneuymBaemMasi CNOCOBHOCTbIO CUCTEMbI (CpeAbl) COXPaHATb yKa3aHHYK WH@OpMauui B TaliHe OT
Cy6beKTOB, HE MMEIOLLMX MOHOMOYUNI Ha NpaBo AOCTyna K Hel.

KoHduraeHumnanbHas nHgopmaums

[JokyMmeHTMpoBaHHas UMHdopMauusa, AOCTyNn K KOTOPOW  OrpaHW4MBaeTcs B  COOTBETCTBMM C
3akoHogaTenbLCcTBOM PO, [pyras nHdopmauusa, Tpebytowasn 3awmnThbl.

KoHTponb AocTyna (ynpasneHue AOCTYMOM)
Mpouecc orpaHWYeHns 4OCTyna K pecypcaM CUCTEMbl TOSIbKO paspelleHHbIM cybbekTaM Unm obbekTam.
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Kpuntorpaduyeckas 3awmta
3awmTa AaHHbIX NpY NOMoLWM KpunTtorpadunyecknx npeobpasoBaHuii AaHHbIX.

Kpuntonposanaep
Peanunsyetr @yHKuMn wndpoBaHns, BbIYUCIEHUS WMUTOBCTaBKM, X3WMPOBaHWUA, (OPMUPOBAHUA W
NnpoBepKU NoAMnNuCU, reHepaumu nonb30BaTeNbCKMX kwdeln. ObecneunmBaeT paboTy C CECCUMOHHbIMU
KnoYamMn WndgpoBaHua (reHepaunsi, 3KCNOPT/MMMAOPT B 3alUMLLEHHOM BWAE), 3aKPbITbIMU U OTKPbITbIMU
kntovyamm O 1 obMeHa, BBOA K/KOYEN C KHOYEBBLIX HOCUTENen, 3aWwuéHHoe XpaHeEHNE N YHUUYTOXEHNE

Knoyen B onepaTUBHOM namsaTh. PeanusyeTtcs kak 6ubnuoTeka, AMHaMMYECKW 3arpyxaemas B eauHoe
aZipecHoe MpOCTPaHCTBO NMpouecca, MHULUMUPYEMOro NpUKIagHOM 3aaaden.

Kpuntonpoapavisep

Pea}'IVI3YET (DYHKLI,VIVI LIJVI(prBaHVIﬂ N BblHUCNEHMA UMUTOBCTABKU, X3WWMPOBaAHUA U MNPOBEPKU nNoaANUCHU.
ObecneunBaeTr paboTy C CECCMOHHbIMM KOYaMu WKdpoBaHus (reHepaums, 3KCNOpPT/MMMOPT B
3aluLLEeHHOM BKae), knvammu npoeepku 3, apeMepHbIMM 3aKPbITbIMU U OTKPbITbIMKA Kto4aMu obmeHa,
3alMWLEHHOE XpaHEeHWE W YHUYTOXEHME KoYeil B onepaTUMBHOW MaMsiTU. 3arpyXaertcs B aapecHoe
npoctpaHcteo sapa OC.

Mo cBoeMy wHTepdency n QyHKUMOHANbHBbIM BO3MOXHOCTSAM KpunToApanBep obecneyvMBaeT BO3MOXHOCTU
KpUnTonpoBaiaepa 3a MCK/oYeHneM yHKLUMA hopMMPOBaHnNs LMGPOBOA MoANMCK, paboTbl C HOCUTENEM KITHOYEN,
reHepaumm KtoYen nonb3osaTtens. [103BONSET OpraHu30BbIBaTh LUMMPOBaHME AaHHLIX W MPOBEPKY LMPpPOBOA
NoAMMCK Ha YPOBHE SApa OnepauMoHHON CUCTEMbI U YCKOPUTL KpunTorpadmyeckme onepaumm C NoTOKOM AaHHbIX 33
CYET UCKIKOYEHNS U3 Npouecca 06paboTKn AaHHBIX MX NEPEChIKY C YPOBHS SApa Ha YPOBEHb MPUIOXEHUA 1 0bpaTHO.

KpunTtocepsuc

Mpouecc, 3anyckaeMblii B COBGCTBEHHOM aApecHOM MpoCTpaHcTBe. KpunTtocepBucC, Kak U
KpunTonpoBaiaep, BbIMOMHSAET BCe KpuUMNTorpaduueckve @yHKLUMM, BK/IOYAsS reHepauuio Kioden
nonb3oBaTtens. KpuntocepBMC MOXKET WMCMOMb30BATbCA HECKOSbKMMU MpoleccamMu. Bsaumoaeictsue
KpUnTocepBmMca C MpoLeccaMm OCyLLeCTBAsieTCA Mo npoTtokony RPC B pexuMe pasgenieHusl KIMEeHTOB.
KntoueBas MHbOPMaLMs C HOCUMTENEn BCeX KIIMEHTOB K3LWMPYETCS B HECBOMUPYEMYIO YacTb aApecHoro
MpoCTpaHCTBa KpunTocepauca.

Kpuntorpacuueckoe npeobpasoBaHune
MpeobpaszoBaHue MHMOPMaLMM C UCMOIb30BaHMEM KPpUNTOrpacbuyecknx anroputMoB.
JInueHsmpoBaHue B 061acTy 3aluuThl MHOPMaLMK

[lesTeNbHOCTb, 3aK/loyalowWwascs B nepejade WAM MoAyYeHUWM MpaB Ha nposeaeHWe paboT B obnactu
3aWmMTbl UHdOPMaLUK.

MeponpuaTus No 3awmTe nHdopmauum

CoBOKYMHOCTb AENCTBUI NO pa3paboTke 1/unn NpakTUHYECKOMY NpMMeHeHMo cnocoboB N CPeAcTB 3aluThl
nHdopmaunm.

MeponpusaTMs N0 KOHTPONO 3PPEKTUBHOCTM 3aLUMTbl MHGOPMaLMK

COBOKYMHOCTb AeWcTBMi no pa3paboTke wu/Mnu NpakTUYECKOMY MPUMEHEHMI0 CnocoboB M CpeacTs
KOHTPONS 3DEKTUBHOCTM 3aLUnNTbl MHDOPMaLUN.

MeTka KOHdJM.U,EH UnanbHOCTU

DneMeHT UHdOpMaLMM, KOTOPbIN XapakTepusyeT KOHbUAEHUMANbHOCTb MHbOPMaUnMn, coaepxalleics B
obbekTe.

Hapywutenb 6e3onacHocTn MHdopmaumm

dusmyeckoe MU0, CAyYarHO WNM MNpeAHAaMEepPeHHO CcoBepllallee AeNCTBUSA, CNeacTBUMEM KOTOPbIX
ABNAETCS HapyleHne 6e3onacHOCTM MHdopMaumn Npun ee obpaboTke TEXHUUYECKUMN CPeACTBaMMU.

Hapywwutenb npaBun pasrpaHUyeHnsa AocTyna
Cy6beKkT AocTyna, OCyLLeCTBASOWNA HECAHKLMOHUPOBAHHbIV AOCTYN K MHdOpMauuu.

HeKoppeKTHbIN 3N1EeKTPOHHbIN AOKYMEHT
DNEeKTPOHHbIM AOKYMEHT, He Mnpolweawnini npoueaypbl paclndpoBaHna AaHHbIX, NPOBEPKN 3/1EKTPOHHOMN
noanucu uHdopMaumsi, KOHTpons dopmaTta AOKYMEHTOB, a TakKXe [AOKYMEHT, MUMEKLWUN UCKaXEHUs B
TekcTte coobweHuns (Hanuyme cumBosioB, 6ykB wnn umdbp B pacwmndpoBaHHOM (OTKPbLITOM) TeKcTe
AOKYMEHTa, He MO3BOMISIOWMNX NOHSATL €ro CMbICH).

HenpeaHamepeHHoe BO34eNCTBME Ha MHMOPMaLnIo

Owwnbka nonb3oBaTens MHdopMauumen, cbon TEXHUYECKUX W MPOrpaMMHbIX CPeACTB WH(OPMALMOHHbIX
CUCTEM, @ TakKXe MpUPOAHOE SB/IEHUE WIN WMHOE HeuefeHanpaB/ieHHOe Ha W3MeHeHue uHdbopMauuu
BO34eNCTBUEe, CBA3aHHOe C (YHKLUMOHMPOBAHMEM TeXHWYECKUX CPeACTB, CUCTEM WU C AeATeNbHOCTbIO
nogen, nNpuBOASLLIME K  WCKaXeEHUIO, YHWYTOXEHMIO, KOMUMpoBaHWIO, 6M0KMpOBaHWMIO AdocTyna K
nHdopMaumMK, a Takxe K yTpate, YHUUTOXEHUIO nnm c6ot0 GyHKLUNOHMPOBAHUS HOCUTENS MHdOopMaLmK.

HecaHKUMOHIApOBaHHoe BO34ENCTBME Ha VIHCbOpMaLLVHO

Bo3aelicTBMe Ha 3alMllaeMyl0 MHGOPMaUMIO C HapyLUEHWEM YCTAHOBJMIEHHbIX MpaB W/WAW NpaBWi Ha
U3MeHeHve WHdOopMaLMK, MpUBOASLIEE K WCKAXKEHWUIO, YHUUTOXEHWIO, 6/IOKMpOBaHUIO AocTyna K
MHdOpMaLMK, a TakxkKe K yTpaTe, YHUYTOXEHUIO unn c6oto PyHKUMOHMPOBaAHUS HOCUTeNs MHbOopMaLmnu.
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HecaHKUMOHMPOBaHHbIN A0CTYN K MHGopmauun (HCAO)

1. MonyyeHue 3awmLiaemMolt MHDOPMaLMM 3aUHTEPECOBAHHBIM CY6bEKTOM C HapyLLlEeHNEM YCTaHOBIEHHbIX
NpaBoOBbIMW AOKYMEHTaMW Unn COBCTBEHHWKOM, BNaenbLeM MHbOpMauun npas WaW NpaBuia AocTyna K
3awnwaemMon nHhopMmauum.

2. Joctyn K wuHdOpMauumM, Hapywalwmii YCTaHOBJIEHHbIE MpaBu/ia pasrpaHMYeHuss p[ocTyna, C
MCNONb30BaHWEM LWITATHbIX CpeacTB, npepoctasngembix CBT wnm AC. loa wTaTHbIMM CpeacTBaMu
MOHMMAETCS COBOKYMHOCTb MPOrpaMMHOI0, MUKPOMPOrpaMMHOr0 M TexHu4yeckoro obecrnieyeHus CBT wnum
aBToOMaTusnpoBaHHomn cucrtembl (AC).

Hocutenb nHdopmaumnm

du3nyeckoe NMLO UNM MatepuanbHblil 06BEKT, B TOM uucie gusanyeckoe nosne, B KOTOPbIX MHGPOpMaLms
HaXxoAuT cBoe oTobpaxeHue B BMAE CMMBOMOB, 06pa3oB, CUrHaN0B, TEXHUYECKUX PEeLleHUn U NpoLeccos,
KOJINYECTBEHHbIX XapaKTePUCTUK DU3NYECKUX BENNYMH.

O6beKT gocTtyna

EavHnua  vMHMOpMauuoHHOro  pecypca  aBTOMaTU3MPOBAHHOW  CUCTEMbI, [OCTYNn K  KOTOpOW
pernamMeHTUpyeTca nNpaBuaaMn pasrpaHuyeHns aocTyna.

O6beKT 3almnTbI

1. MHdopMauma unn HocuTenb MHMOpPMaUMK, UM MHAMOPMALMOHHbIA MPOLECC, B OTHOWEHUU KOTOPbIX
Heo6xoAnMo obecneunBaTh 3aWUTY B COOTBETCTBUM C MOCTAB/IEHHON LIENbIO 3alMTbl MHbOpMaLMK.

2. WHdopmaumsa, TexHudeckme cpeactea W TexHosnorms ee 06paboTkm, B OTHOWEHUM KOTOPbIX
HeobxoanmMo obecneunTb 6€30NacHOCTb MHMOPMaLMK.

O6paboTka MHbOpMaLumm
MNepenayva, npueM, XxpaHeHune, npeobpasoBaHme 1 oTobpaxkeHne nHpopMaumm.
OpraHu3aumsa 3almTbl MHGopMaumm
CoaepxaHue 1 nNopsaoK AenNcTBuMin No obecneyveHunto 3awmTbl MHbOPMaLUK.
OTKPbITbINA KtOY
Kpuntorpaduyecknin knwo4d, KOTOPbIA CBS3@aH C 3aKpbiTbiIM C MOMOLWbLIO 0CO60ro MaTeMaTUyeckoro
COOTHOWeHMSA. OTKPbITbIN KUY M3BECTEH BCEM APYrMM MOMb30BaTeNsIM CUCTEMbl U MpeAHasHayeH Ans
NPOBEPKN 3NEKTPOHHOW MoAMMCKM W 3awundpoBaHMa, HO He MNO3BONSET BbIYUCAUTL 3aKPbITbIN
Knto4. OTKPbLITLIN KW CcYMTaeTCs NpuHaaiexallMMm Monb30BaTento, ecin OH 6bil 3aperncTtpupoBaH
(cepTndurumMpoBaH) yCTaHOBNEHHbIM MOPSAKOM.
Maponb
1. Wpentndukatop cybbekTa AoCTyna, KOTOPLIN sBnseTcs ero (Cybbekra) cekpeToM.
2. CekpeTHas nHdopMauma ayTeHTUdUKaumm, o6bl4HO nNpeacTasnsowas cobor CTpoKy 3HaKoB, KOTOPOW
Ao/KeH obnagaThb nonb3oBaTenb AN AOCTYNa K 3alWMILEHHbBIM AaHHbIM.
MnaHoBas cMeHa knwo4en
CMeHa knto4el ¢ yCTaHOBIEHHOW B CUCTEME MEPUOANYHOCTLIO, HE Bbi3BaHHas KOMMpOMETaunen Kaoyen.
Mo6oyHble 3NEKTPOMArHUTHbIE U3TYHYEHUA U HAaBOAKM
1. DnekTpoMarHWTHblE U3yYeHUS TEXHUYECKUX CpeacTB 06paboTkn MHdopMaLmnm, He npegHasHayYeHHble
AN nepejayu, npuvemMa WM NpeAHaMepeHHOro WCKaxXeHust uHdopMauuu, a TakXe HaBOAKW OT
TEXHUYECKUX CPEACTB B OKPY>XalLWMX NpeaMeTax.
2. HexenaTenbHble U3y4YeHUS N HaBOAKMW, NposBASOWMECS B BUAE NOOBOYHbIX, BHEMOMNOCHbIX, LWYMOBbIX
W HaBOAMMBIX CUFHANoOB, MNOTEHUMaNbHO 06pasyloWMX  HEKOHTPOSIMpYEMble  KaHalbl  YTeYKwu
KOHdMAeHUNanbHON nHdopMauunm.
Mob6oyHoe 3neKTpOMarHUTHOE U3nyyeHune
HexxenatenbHoe WHMOPMALMOHHOE 3f1EKTPOMarHUTHOE  U3/ly4YeHue, BO3HMKawllee B
pe3ynbTaTe HeSIMHENHbIX MPOLECCOB B 3/IEKTPUYECKUX uensx npu obpabotke mHdopmauum
TEXHUYECKMMUN CPeACTBaMU U NPUBOASLLME K yTeuke UHdopmaLmu.
MNMonb3oBaTtenu

IpaxkaaHe, opraHbl rocyAapcTBEHHOW BNacTW, OpraHbl MECTHOr0 CaMoyrnpaBfieHUsl, OpraHusauum wu
obLiecTBeHHble 06beanHEHMS 061aAaloT paBHbIMKM NpaBaMu Ha AOCTYN K FOCYAapCTBEHHbLIM pecypcaM U He
06a3aHbl 060CHOBbIBaTb Nepes BnajenbLeM 3TUX PecypcoB Heo6X0AMMOCTb MOyYeHUs 3anpalinBaeMon
UMK MHpopMaumn. NckntoueHne coctaBnsieT MHbOpMaUns C orpaHUYeHHbIM OCTYMOM..

MNMonb3oBatens (NnoTpebutenb) nHbopmaumm
1. CybbekTt, obpawamwmnca K WHOOPMALUMOHHON CUCTEME WM  MOCPEeAHMKY 3a MoJlydeHueM
HeobxoanMon emy MHMOPMaLUNKN 1 NONb3YHOLWWIACS eto.
2. CybbekT, nonb3ywwuics uHGopMaumen, NOAy4YeHHOW OT ee COB6CTBEHHMKA, BNagenbua wan
nocpefHMKa B COOTBETCTBUWU C YCTAHOB/IEHHbIMM MpaBaMy W MpaBuaaMu AoCTyna K nHdopMaunm nmbo c
WX HapyLeHneM.

MoNHOMOYHBIV NpeACTaBUTENb OpraHn3aumum
MpeactaBuTens opraHuMsaumMm M3 4Yucna NepBbiX AO/MHKHOCTHbIX UL B COOTBETCTBUM C YCTaBHbIM
AOKYMEHTOM W/IN, NMEIOLUMIA COOTBETCTBYIOLLYIO AOBEPEHHOCTD.
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O6bwas yacTtb

MpaBuno AoCTyna K 3aluiaemMon nHhopMaumm

COBOKYMHOCTb NPaBwi, periaMeHTUpYIoLWmMX NOpAAOK M yCloBUSA AOCTYMa K 3aliuiaeMoin MHdbopMaumm un
ee HoCcuTensAM.

MpaBuna pasrpaHnyeHnsa gocrtyna (MPA)
CoBOKYMHOCTb NpaBu/, pernaMeHTUpyoLWwmux npasa 4oCTyna cybbekToB A40CTyna K o6bekTaM AocTyna.
MpaBo foCTyna K 3awmLiaeMon nHpopMauum; npaso

COBOKyI‘IHOCTb npaBua AoCTyna K 3awmaemMon VIHqJOpMaLI,VIVI, YCTaHOBJIEHHbIX NMpaBOBbIMN AOKYMEHTaMU
07 CO6CTBeHHVIKOM, Bnagenbuem VIHCbOpMaLI,MVI.

MpoBepKa 3N1eKTPOHHOM MOAMMCU AOKYMEHTA

MpoBepka COOTHOLWIEHWUS, CBA3bIBAOWEro xew-MgyHKUMIO AOKYMEHTA, MOAMWUCL MOA 3TUM [AOKYMEHTOM WU
K04  MPOBEPKWM 3NEKTPOHHOW noAmnMuMCcH  noanucaeBllero nosnb3oBatens. Ecnm  paccmaTtpuBaemoe
COOTHOLWIEHWE OKa3blBaAeTCs BbIMNOSIHEHHbIM, TO MOAMUCbH MPU3HAETCA NpPaBWIbHOW, @ caM AOKYMEHT -
MOAJIMHHBLIM, B TMPOTMBHOM CJlydae [OKYMEHT CYMTAeTCs W3MEHEHHbIM, a MoAMMCb MNoA HUM -
HeAEeNCTBUTENbHOMN.

HecaHkuMoHMpoBaHHOe AoBeAeHWe 3awumwaemon nHdopmauun Ao notpebutenen, He uMeOWMX MNpasa
AO0CTyna K 3To nHdopMauum.

PacwundpoBaHune aaHHbIX
Mpouecc npeobpasoBaHms 3awMdpPOBaHHbIX AaHHbIX B OTKPbITbIE AAHHbIE MPW NOMOLWM Wwndpa.
PernameHnTaums

Cnocob 3awuTbl MHdopMauum B npouecce MGYHKLMOHMPOBAHMS CUCTEMbI MEPOMPUATUI, CO3AaOWMX Takmne
ycnosus nepepaboTky 3awmuiaeMblX [aHHbIX, MpU  KOTOPbIX BO3MOXHOCTM HeCaHKLMOHWPOBAHHOIO
[OCTyna CBOAATCA K MWHUMYMYy. CuuTtaetca, 4YTo Ansa 3PdeKTUBHOW 3awuTbl HeobxoAMMO CTpOro
pernamMeHTMpoBaTb 34aHWUSA, MNOMELLEHMs, pa3MelleHWe annapaTtypbl, opraHusaumilo u obecneyeHue
paboTbl BCEro nepcoHana, cBA3aHHoro ¢ obpaboTkon KoHbMAEHUMaNbHOM MHbOpMaUnn.

CaHKUMOHUPOBAHHbLIN AOCTYN K MHMOopMauumn
JocTyn K nHpopMaumm, He HapyLlaLwWmn NpaBmna pasrpaHnyeHuns gocryna.
CepTudukaTt 3awmTbl

[JoKyMeHT, yAOCTOBEPSIOWNI COOTBETCTBME cpeacTea BbIUNCINTESTBHOWN TEXHUKUN wnu
aBTOMaTM3MPOBaHHOMN cUCTeMbl Habopy onpeaeneHHbIxX TpeboBaHui no 3awmTe oT
HECAHKLUMOHMPOBAHHOIO A0CTyna K uHdoOpMaumum v Aarowmi npaBo pa3paboTumKy Ha WCNOSb30BaHue
W/MnNn pacnpocTpaHeHne X Kak 3allnLleHHbIX].

CepTudukaT Ko4a NPOBEPKU S/IEKTPOHHOW NOAMUCHK

DNEKTPOHHBIN AOKYMEHT WM AOKYMEHT Ha 6yMaXXHOM HOCuTesne, BblAaHHble YAOCTOBEPSIOLWMM LEHTPOM
nM6o [0BEpEeHHbIM NMLOM YAOCTOBEPSIOWEro LEHTpa WM MOATBepXAalolwmne MpUHAANEXHOCTb Kiuya
NMPOBEPKU 3NEKTPOHHONM NOANUCK Bnajenbly cepTudmKaTa Kioua NpoBEPKM 3/TIEKTPOHHOMN MOAMUCH.

CepTudukaT OTKPbITOro Kj4a

CepTudukaTt Kaw4a nNpOBEpPKM 3SAEKTPOHHOW noaAnucuM wunu  WwnudpoBaHua npeacrtasnser cobon
CTPYKTYPUPOBAHHYIO ABOMYHYIO 3anuck B popmate ASN.1, cocTosLlyto 13:

e MMEeHM CybbekTa WiKn 06bEKTa CUCTEMbI, OAHO3HAYHO MAEHTUDULMPYIOLLEN ero B CUCTEME;

e OTKPLITOrO KAoYa CcybbekTa unM o6bekTa CUCTEMbI;

e [OMNOJHUTENbHbLIX aTpUByTOB, onpeaenseMbix TpeboBaHUAMU UCMONb30BaHUS cepTUdMKaTa B CUCTEME;
e 3O U3gatens (YAOCTOBEPSAIOLWErO LLEHTPa), 3aBepsIoLLy0 COBOKYMHOCTb 3TUX AAHHbIX.

®opmaT cepTudurkaTa onpegeneH B pekoMmeHaaumax ITU-T .509 mn pekomeHpaumsax IETF RFC 2459. B
HacTosillee BPEMS OCHOBHbIM MPUHATBIM QopMaToM saBnsfeTcs @opmaT Bepcun 3, MNO3BOSAIOLMN
onpegenuTb AonosHeHus (extensions), C NMOMOLWbIO KOTOPbLIX peanu3yeTcs ornpefeneHHas nonuTuka
6e3onacHoCcTn B cucreme.

CepTudukaT COOTBE